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Chapter 1
About This Manual

1.1 Audience

This reference manual is intended for system software and hardware developers and
applications programmers who want to develop products with this device. It assumes that
the reader understands operating systems, microprocessor system design, and basic
principles of software and hardware. The manual describes the functionality of the
superset device of the S32K1xx series. For the available features, register implementation
of a specific S32K1xx derivative (derivative device), please refer to the respective Chip-
specific module information.

NOTE
S32K118 specific information is preliminary until this device is
qualified.

1.2 Organization
This manual has two main sets of chapters.
1. Chapters in the first set contain information that applies to all components on the
chip.
2. Chapters in the second set are organized into functional groupings that detail
particular areas of functionality.
» Examples of these groupings are clocking, timers, and communication interfaces.
» Each grouping includes chapters that provide a technical description of
individual modules.

1.3 Module descriptions

Each module chapter has two main parts:
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Module descriptions

* The first section, Chip-specific [module name] information, provides details such as
the number of module instances on the chip and connections between the module and
other modules. Read this section first because its content is crucial to understanding
the information in other sections of the chapter.

* The subsequent sections provide general information about the module, including its
signals, registers, and functional description.

Chapter 49

49.1 Chip-specific eSCI information
instances.

details that the instances share.
Table 49-1. eSCl instance feature diff~

The following table summarizes the feature differences. The table does not lit .

Enhanced Serial Communication Interface (eSCI)

This chip has six instances of the eSCI module. Some feature details vary between the

re

es

Instance

a ~ort il

eSCI_A and eSCI_B
eSCI_C, eSCI_D, eSCI_E, and eSCI_F

Yes

)
th

riptions of eSCI D\
~es

nction. Yonot lyto

72~ . Introduction

eSCl bloc'= .1 enhancec

. T .\ master layer  mplies with the specifications L
_AE J2602/1.

Su,
21,

49.21 ° _ougraphy

Sample Reference Manual

“TX/h A

NOTL
For eSCI_D, thesir 2wirefeature dyee _pp.
viaP?" ~becaust ispad works 43 an outpu

3l block with aLIN master interface layer and DMA

IN1.3,LIN20,LIN

* LIN Specification Package Revision 1.3; December 12, 2002
* LIN Specification Package Revision 2.0; September 23, 2003

/]

N

¥ Chip-specific information

that should be read first

Beginning of general

/‘ module information

/

Figure 1-1. Example: chapter chip-specific information and general module information

1.3.1 Example: chip-specific information that clarifies content in

the same chapter

The example below shows chip-specific information that clarifies general module
information presented later in the chapter. In this case, the chip-specific register reset
values supercede the reset values that appear in the register diagram.
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Chapter 34

Software Watchdog Timer (SWT)

34.1 Chip-specific SWT information
This chip has two instances of the SWT module: SWT_A and SWT_B.

34.1.1 SWT register reset values
The following table identifies chip-specific reset values of SWT registers.

Table 34-1. Chip-specific SWT register reset values

Register SWT_A SWT_B
CR [FFoo_oioBh FF00_010Ah
T0 0005_FCDON 0005_FCDOh

34.2 Introduction

34.2.1 Overview

The Software Watchdc
lockup in situations suct
to terminate. When enable

This section provides an overview, list of feza..

imer (SWT)

_ripheral mox
~oftw .ang trappedinal
« I requires periodic &

Sample Reference Manual

“moc  of operationfor  SWT.

+that can prevent system
) or if abus transaction fails
stion of awatchdog

servicing operation. Theser g operation resete*” 2 tinier to a specified time-out
period. If this servicing actior.  snot occur'
aninterrupt or hardwarereset. \  SWT
onaninitial time-out. A resetisa

sthetimer expiresthe SWT generates
_econfigured to generate a reset or interrupt
_=nerated on a second consecutive time-out.

Chapter 34 Software Watchdog Timer (SWT)

accesses by masters without permission. If the RIA bit in the SWT_CR is set then the
SWT generates a system reset on an invalid a ass otherwise a bus error is generated. If
either the HLK or SLK bitsinthe SWT ©  _set, thenthe SWT_CR, SWT_TO,
SWT_WN, and SWT_SK registers - _-only.

The SWT memory mapisshc ithefollowing tahle.
SWT mer sap

o,‘::;’f::x‘ Register n “‘:" i:[‘g‘ Access | Reset value S;zg‘:"’

0 ™ Control Register (SWT_CR) | RIW | See section | 34.4.1/1331

4 |- terupt Register (SWT_IR) 52 | AW | 0000_0000n | 34.4.2/1334

T [SW  “o-outRegister (SWT_TO) A4 32 RMW | See section | 34.4.3/1334

[ ~lswt w Register (SWT_WN) 32 R | 0000_0000h | 34.4.4/1335
i [SWTSc  egister (SWT_SR) 32 W | 0000_0000h | 34.4.5/1335

1 |SWTCoun tput Regist- <0) 32 R | 0000_0000N | 34.4.6/1336

[ SWT Senvice e TSK) 32 | AW | 0000_0000h | 34.4.7/1336

34.41 SWT Control Register (SWT_CR)

NOTE
The reset value for the SWT_CR isimplementation specific.
See the configuration information.

The SWT_CR contains fields for configuring and controlling the SWT.
This register is read-only if either the SWT_CR[HLK] or SWT_CR[SLK] bits are set.

Address: Oh base + Oh offset = Oh

R R R T T R 2 I T T R A T T
"

clclo|ols|ole

glz|elels|ele

§ | %588

wl=2|=|=|=|=2|=2]|=

[Reset 0* 0o o 0 0 0"

R 0
\ SMD RIA |WND| ITR | HLK | SLK | GSL | STP | FRZ | WEN

Reset 0* 0* 0 0 0 0 0 00 0 0 0o 0o 0 0 o]

* Notes:
« The reset value for the SWT_CR is implementation specific. See the configuration information.

Sample Reference Manual

Figure 1-2. Example: chip-specific information that clarifies content in the same chapter

1.3.2 Example: chip-specific information that refers to a different
chapter

The chip-specific information below refers to another chapter's chip-specific information.
In this case, read both sets of chip-specific information before reading further in the

chapter.
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Chapter 10 Chapter 9

Crossbar Integrity Checker (XBIC) Crossbar Switch (XBAR,

10.1 Chip-specific XBIC information o -spe. = XBARinforma. ©

This chip has one instance of the XBIC module. Thischiphe ieinsta  of the XBAR morlule.

10.1.1 XBIC master and slave assignments “  XBAR master a . slave assignments

The XBIC identifies each XBAR master and slave in terms of the master or slave's following table lists the XBAR physical port numbers and logical IDs for all master

physical port number. See the "Physical master port" assignmentsin and the p. nthisSoC.

"Slave port" assignmentsin . *h port number matches the default priority assigned to the corresponding physical
n. . port. This default priority equals the reset value of the priority field for each

master port in the PRSh registers.

10.1.2 Unimplemented MCR and ESR fields A priority value of 0 isthe highest priority. Thereisno "disabled" value for the

priority.
On this chip, the MCR[SE5] and ESR[DPSES5] fields are not imp'  anted. In XBI * A Nexus_3 module and core data bus share the same physical master port for each
Module Control Register (XBIC_MCR) and XBIC Error StatusF ster (XBIC_E\ | core.

these i .
eseficids arereserved Thelogical mester ID correspondsto the logical address provided by the master module

and is unique for each module. The logical master IDs are used by the bus masters
connected to the XBAR. The Nexus master isidentified by setting the MSB in the 4-bit

10.2 Overview field that supplies the master 1D number.

The Crossbar Integrity Cl- . (XBIC) verifies theintegrity of :crossbar . s Table 9-1. XBAR master ports and logical master IDs
For forward signals (master Yave), itisdeverifyingthe  egrity of the attribute Module Physical master port | Logical master ID Comment
information using an 8-bit Er.  Detect _ue(EDC). TheE  detects any single- or CoreQ instruction 0 0

double-bit errorsin the attribut. alonand signalsthe Fe  Collection and Control
Unit (FCCU) when an errorisde. d. For feedback s- 4ls (slave to master), it isdone
by comparing the consistency of th nals durin~ B dataphase.There are three

signals from slave to master, hready, 0 wep2. If any of the master signalsis a
different from the slave signals during «ase, the error will be reported in the Error Nexus_3_1
Status Register.

1

8 Nexus_3_0 arbitrates with Core0 data for XBAR port 1

2

Nexus_3_1 arbitrates with Core1 data for XBAR port 3

ues on the next page.

Sample Reference Manual Sample Reference Manual

Figure 1-3. Example: chip-specific information that refers to a different chapter

1.4 Register descriptions
Module chapters present register information in:

* Memory maps containing:
An offset from the module's base address
The name and acronym/abbreviation of each register
The width of each register (in bits)
e Each register's reset value
e The page number on which each register is described
* Register figures
* Field-description tables
* Associated text

The register figures show the field structure using the conventions in the following figure.
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R ) R | Mnemonic R R 0 R 1
Mnemonic - - -
w w W| Mnemonic W| Mnemonic W| Mnemonic
Read/write Read-only Write-only Write-only Write-only
reads zero reads one
R — R | Mnemonic R | Mnemonic R | Mnemonic R | Mnemonic

W| Mnemonic w 0 w 1 w = W| wic
Write-only Read-only Read-only Read-only Write one to clear
reads undefined writes zero writes one writes undefined
R R R R| 1 R| O
Reserved
Wi 1 wW| 0 W W
Reserved, Write-only one Write-only zero Read-only one Read-only zero

unimplemented

Figure 1-4. Register figure conventions

1.5 Conventions

1.5.1 Notes, Cautions, and Warnings

Note, Caution, and Warning notices appear throughout this manual. Each notice type
alerts readers to a specific kind of information.

NOTE

Notes convey information that may be tangential to a topic or
that may not apply to all readers.

CAUTION
Caution notices call out information that readers should know
before taking further action. Cautions frequently point to
trouble spots that may damage the chip or board.

WARNING
Warning notices inform readers about actions that could result
in unwanted consequences, especially those that may cause
bodily injury.

1.5.2 Numbering systems

The following suffixes identify different numbering systems:
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This suffix Identifies a

b Binary number. For example, the binary equivalent of the number 5 is written 101b. In some cases,
binary numbers are shown with the prefix 0b.

d Decimal number. Decimal numbers are followed by this suffix only when the possibility of confusion
exists. In general, decimal numbers are shown without a suffix.

h Hexadecimal number. For example, the hexadecimal equivalent of the number 60 is written 3Ch. In
some cases, hexadecimal numbers are shown with the prefix Ox.

1.5.3 Typographic notation

The following typographic notation is used throughout this document:

Example Description

placeholder, x Items in italics are placeholders for information that you provide. Italicized text is also used for
the titles of publications and for emphasis. Plain lowercase letters are also used as
placeholders for single letters and numbers.

code Fixed-width type indicates text that must be typed exactly as shown. It is used for instruction
mnemonics, directives, symbols, subcommands, parameters, and operators. Fixed-width type
is also used for example code. Instruction mnemonics and directives in text and tables are
shown in all caps; for example, BSR.

SR[SCM] A mnemonic in brackets represents a named field in a register. This example refers to the
Scaling Mode (SCM) field in the Status Register (SR).
REVNQI[6:4], XAD[7:0] Numbers in brackets and separated by a colon represent either:

* A subset of a register's named field

For example, REVNQ[6:4] refers to bits 6—4 that are part of the COREREYV field that
occupies bits 6-0 of the REVNO register.

* A continuous range of individual signals of a bus

For example, XADI[7:0] refers to signals 7-0 of the XAD bus.

1.5.4 Special terms

The following terms have special meanings:

Term Meaning

asserted Refers to the state of a signal as follows:
* An active-high signal is asserted when high (1).
* An active-low signal is asserted when low (0).

deasserted Refers to the state of a signal as follows:
¢ An active-high signal is deasserted when low (0).
* An active-low signal is deasserted when high (1).

In some cases, deasserted signals are described as negated.

Table continues on the next page...
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Term

Meaning

reserved

Refers to a memory space, register, field, or programming setting. Device operation is not
guaranteed when reserved locations are written to any value.

* Do not modify the default value of a reserved programming setting, such as the reset value of

a reserved register field.
* Consider undefined locations in memory to be reserved.

wic

Write 1 to clear: Refers to a register bitfield that must be written as 1 to be "cleared."
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Chapter 2
Introduction

2.1 Overview

The S32K1xx product series further extends the highly scalable portfolio of Arm®
Cortex®-MO0+/M4F MCU s in the automotive industry. It builds on the legacy of the KEA
series, while introducing higher memory options alongside a richer peripheral set
extending capability into a variety of automotive applications. With a 2.70-5.5 V supply
and focus on automotive environment robustness, the S32K product series devices are
well suited to a wide range of applications in electrically harsh environments, and are
optimized for cost-sensitive applications offering low pin-count options. The S32K
product series offers a broad range of memory, peripherals, and package options. It shares
common peripherals and pin counts, allowing developers to migrate easily within an
MCU family or among the MCU families to take advantage of more memory or feature
integration. This scalability allows developers to use the S32K product series as the
standard for their end product platforms, maximizing hardware and software reuse and
reducing time to market.

2.2 S32K1xx Series introduction

2.2.1 S32K14x

S32K14x series of devices are 32-bit general purpose automotive microcontrollers based
on the Arm Cortex-M4F core. They offer superior performance, large memories and the
most scalable peripherals in this class. This product series provides up to 112 MHz CPU
performance with DSP and FPU support, with up to 2 MB Flash and up to 256 KB
SRAM. Overview of device features:
* 32-bit Arm Cortex-M4F core with FPU, up to 112 MHz (HSRUN) and 80 MHz
(Normal RUN)
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e Up to 2 MB code flash memory and 64 KB FlexMem (supports up to 4 KB emulated
EEPROM ! with 4 KB FlexRAM)
* Up to 256 KB SRAM supporting both CPU private access and crossbar access to
provide parallel access of instruction and data
* Modified Harvard connections with Local Memory controller (LMEM) to support
tightly coupled RAM and 4 KB Code Cache?
* Integrated clocking architecture with on-chip fast IRC 48-60 MHz, slow IRC 8
MHz /2 MHz, 128 KHz LPO and a PLL unit
* Analog modules providing precision mixed-signal capabilities, including 12-bit up to
two 1 Msps SAR ADC, high-speed comparator
* Power Management Controller (PMC) with internal regulators capable of supporting
multiple power modes including:
« HSRUN 23
« RUN
« STOP
« VLPR
* VLPS
* 1/O supporting 2.7 V to 5.5 V supply
* Wide operating voltage ranges (2.7-5.5 V) with fully functional flash memory
program/erase/read operations
* 64 LQFP, 100 LQFP, 144 LQFP, 176 LQFP and 100 MAPBGA packages with up to
156 GPIO pins
« Ambient operating temperature ranges from —40 °C to 125 °C 3

The S32K14x MCU portfolio is supported by a highly comprehensive set of development
tools and software. The enablement package includes: NXP Arduino compatible
evaluation boards, S32K Software Development Kit (SDK) including graphical
configurability and S32 Design Studio software, as well as broad support from IAR
Systems, Arm, Software, Green Hills, and other partners.

1. CSEc (Security) or EEPROM writes/erase will trigger error flags in HSRUN mode (112 MHz) because this use case
is not allowed to execute simultaneously. The device will need to switch to RUN mode (80 Mhz) to execute CSEc
(Security) or EEPROM writes/erase.

2. This refers to region addressable by Arm CM4 Code bus and is used to cache code as well as data in this region.
See S32K1xx_memory_map.xIsx for more details on cacheability of different regions.

3. HSRUN mode (112 MHz) operation is not valid at 125 °C.
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2.2.2 S32K11x

S32K11x series of devices are 32-bit general purpose automotive microcontrollers based
on the Arm Cortex-MO0+ core. They offer superior performance, large memories and the
most scalable peripherals in this class. This product series provides 48 MHz CPU
performance, with up to 256 KB Flash and up to 25 KB SRAM. Overview of device
features:
* 32-bit Arm Cortex-MO0+ core with 48 MHz CPU
e Up to 256 KB code flash memory and 32 KB FlexMem (supports up to 2 KB
emulated EEPROM with 2 KB FlexRAM)
e Up to 25 KB SRAM
e Integrated clocking architecture with on-chip fast IRC 48 MHz, slow IRC 8MHz, and
128 KHz LPO
* Analog modules providing precision mixed-signal capabilities, including 12-bit 1
Msps SAR ADC, high-speed comparator
* Power Management Controller (PMC) with internal regulators capable of supporting
multiple power modes including:
« RUN
» STOP
 VLPR
* VLPS
* [/O supporting 2.7 V to 5.5 V supply
* Wide operating voltage ranges (2.7-5.5 V) with fully functional flash memory
program/erase/read operations
» 32-pin QFN, 48-pinLQFP, 64-pinLQFP with up to 58 GPIO pins
* Ambient operating temperature ranges from —40 °C to 125 °C

The S32K11x MCU portfolio is supported by a highly comprehensive set of development
tools and software. The enablement package includes: NXP Arduino compatible
evaluation boards, S32K Software Development Kit (SDK) including graphical
configurability and S32 Design Studio software, as well as broad support from IAR
Systems, Cosmic Software, Green Hills, and other partners.
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2.3 Feature summary

The following table lists the features integrated on S32K1xx product series.

Table 2-1. Device feature summary

Feature

S$32K14x product series |

S$32K11x product series

Hardware Characteristics

Package

64-pin LQFP, 10*10 mm, 0.5 mm pitch
100-pin LQFP, 14*14 mm, 0.5 mm pitch
144-pin LQFP, 20*20 mm, 0.5 mm pitch
176-pin LQFP, 24*24 mm, 0.5 mm pitch
100-pin MAPBGA, 11*11 mm, 1 mm ball

32-pin QFN , 5*5 mm, 0.5 mm pitch
48-pin LQFP, 7*7 mm, 0.5 mm pitch
64-pin LQFP, 10*10 mm, 0.5 mm pitch

pitch
Voltage range 27Vto55V
Temperature range (Ta) -40 °C to 125 °C'2
Temperature range (T,) -40°Ct0135°C

System

Central processing unit (CPU) Arm Cortex-M4F Arm Cortex-MO+
Maximum CPU frequency 112 MHz 1.2 48 MHz
Digital signal processor (DSP) Yes No
Floating point unit (FPU) Yes No
System memory protection unit Yes
(MPU)3
Code Cache size 4 KB Not available
Nested vectored Interrupt up to 240 vectored interrupts up to 48 interrupts
controller (NVIC) 16 programmable interrupt priority levels 4 programmable interrupt priority levels

Wake-up interrupt controller (WIC) Yes

Direct memory access (DMA) 16 channels 4 channels
Direct memory access multiplexer Yes

(DMAMUX)

Non-maskable interrupt (NMI) Yes

Software watchdog Yes

Hardware watchdog Yes, with external monitor pin. Not available

Debug 2-pin serial wire debug (SWD)
IEEE 1149.1 Joint Test Access Group Available only for BSR
(JTAG)
Trace Trace Port Interface Unit (TPIU) MTB
Boundary scan Yes
Unique Ildentification (ID) Number 128-bit wide
Memory
Program flash memory up to 2MB up to 256 KB

Table continues on the next page...
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Table 2-1. Device feature summary (continued)

Feature

S$32K14x product series S32K11x product series

FlexMemory

32 KB

Data flash (D-flash)/emulated EEPROM
backup (E-Flash) memory: 2 KB additional

64 KB

Data flash (D-flash)/emulated EEPROM 2

backup (E-Flash) memory: 4 KB additional

FlexRAM supporting high-endurance, non- | FlexRAM supporting high-endurance, non-
volatile emulated EEPROM volatile emulated EEPROM

Flash memory controller cache

Yes (single speculative prefetch buffer only)

Flash memory access control
(FAC)

No

Random-access memory (RAM)

Up to 25 KB. 2 KB is part of the EEERAM
solution

Up to 256 KB. 4 KB is part of the EEERAM
solution

Low-leakage standby memory

RAM retained in all modes

QuadSPI

Supports SDR and HyperRAM modes upto Not avaiable

4 and 8 bidirectional data lines respectively

Cyclic redundancy check (CRC)

16- or 32-bit CRC with programmable generator polynomial

Clocks

System clock generator (SCQG)

OSC, FIRC, SIRC, PLL OSC, FIRC, SIRC

External crystal oscillator or
resonator

OSC: 4 - 40 MHz with low power or full-swing

External square wave input clock

DC to 50 MHz

Internal clock references (IRC)

48 MHz internal IRC (FIRC) with 1% max deviation across full temperature

8 MHz internal IRC (SIRC) with 3% maximum deviation across full temperature

(GPIO)

Phase-locked loop (PLL) Up to 320 MHz VCO | Not available
Human-Machine Interface (HMI)
General-purpose input/output Up to 156 GPIOs Up to 58 GPIOs

Pin interrupt / DMA request capability

Configurable digital glitch filter

Hysteresis, pull up and pull down control on all input pins

Passive input filter on NMI_b and RESET_B input pins

High drive capability on up to 32 pins

Analog

Power management controller
(PMC)

Low voltage warning
Internal regulators offering various power modes
128 kHz LPO clock

12-bit analog-to-digital converter

1 Msps with 12-bit mode

1.2 Msps with 10-bit mode

Up to 64 single-ended external channels Up to 32 single-ended external channels

Up to 64 control and result registers Up to 32 control and result registers

Support result compare

High-speed comparator (CMP)

Comparator with own 8-bit DAC

Timers

Programmable delay block (PDB) |

PDBO with up to 4 ADC channels with 8 pre-triggers for each channel for ADCO

Table continues on the next page...
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Table 2-1. Device feature summary (continued)

Feature S$32K14x product series | S$32K11x product series
1 pulse-out channel
PDB1 with up 2 ADC channel with 8 pre- Not available
triggers for each channel for ADCA
1 pulse-out channel
Flexible timer (FTM) 16-bit, 64 channels 16-bit, 16 channels

GTB and Global Load

Up to 2 with Quadrature Decoder

Deadtime by Pair

Up to 2 with Dither enable

32-bit Low-power programmable
interrupt timer (LPIT)

4 independent channels

Real-time clock (RTC)

Yes

Low-power timer (LPTMR)

LPTMR

1-channel, 16-bit pulse counter or Periodic interrupt

Communication Interfaces

Ethernet controller

Dual-speed 10/100-Mbit/s Ethernet MAC Not available
compliant with the IEEE802.3-2002

standard.

Compatible with half- or fullduplex 10/100-
Mbit/s Ethernet LANs

Control Area Network (CAN)

With optional ISO CAN-FD support With optional ISO CAN-FD support

FlexlO

Capable of supporting a wide range of protocols (UART, 12C, SPI, 12S) and PWM/
waveform generation

Low Power Serial peripheral
interface (LPSPI)

DMA support, 4 word FIFO support on all LPSPIs

Low Power Inter-Integrated Circuit
(LPI2C)

Standard SMBUS compatible 12C
4 word FIFO support on LPI2CO
DMA support
1 Mbps ability (even with maximum I2C bus loading of 400 pF)
Only high-drive pins are able to support 1 Mbps

Low Power UART (LPUART)

Supports LIN protocol versions 1.3, 2.0, 2.1, 2.2A, and SAE J2602
Standard features
Configurable from 4x to 32x oversampling
LIN slave operation support
32-bit data width
All LPUARTSs support DMA and 4-word FIFO

SAl

Supports full duplex serial interfaces with Not available
frame synchronization such as 12S, AC97,

TDM, and codec/DSP interfaces.

1. HSRUN mode is limited to a maximum ambient temperature of 105°C Ty
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2. CSEc (Security) or EEPROM writes/erase will trigger error flags in HSRUN mode (112 MHz) because this use case is not
allowed to execute simultaneously. The device need to switch to RUN mode (80 Mhz) to execute CSEc (Security) or
EEPROM writes/erase.
On this device, NXP's system MPU implements the safety mechanisms to prevent masters from accessing restricted
memory regions. This system MPU provides memory protection at the level of the Crossbar Switch. Each Crossbar master
(Core, DMA, Ethernet) can be assigned different access rights to each protected memory region. The Arm M4 core version
in this family does not integrate the Arm Core MPU, which would concurrently monitor only core-initiated memory
accesses. In this document, the term MPU refers to NXP’s system MPU.

2.4 Block diagram
The following figure shows block diagram of the S32K14x product series.

MCM
Async
Trace TPIU
port

JTAG &
Serial Wire™ SWJ-DP —

MUX DEE S

eDMA

SPLL

__ TCD
512B

System MPU'

I ‘

QuadSPI

R A
o e e o

CSEc3

1: On this device, NXP’s system MPU implements the safety mechanisms to prevent masters from
accessing restricted memory regions. This system MPU provides memory protection at the
level of the Crossbar Switch. Each Crossbar master (Core, DMA, Ethernet) can be assigned
different access rights to each protected memory region. The Arm M4 core version in this family

Key:
does not integrate the Arm Core MPU, which would concurrently monitor only core-initiated memory ey
accesses. In this document, the term MPU refers to NXP’s system MPU.

2: For the device-specific sizes, see the "On-chip SRAM sizes" table in the "Memories and Memory Interfaces" Peripherals present
chapter of the S32K1xx Series Reference Manual.

on selected S32K devices
3: CSEc (Security) or EEPROM writes/erase will trigger error flags in HSRUN mode (112 MHz) because this (see tf;zcl;gzt)l.lre Comparison
use case is not allowed to execute simultaneously. The device need to switch to RUN mode (80 MHz) to

execute CSEc (Security) or EEPROM writes/erase.
Figure 2-1. S32K14x product series block diagram
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The following figure shows block diagram of the S32K11x product series.

10 PORT

Serial Wire — SW-DP

memory

1: On this device, NXP’s system MPU implements the safety mechanisms to prevent masters from
accessing restricted memory regions. This system MPU provides memory protection at the
level of the Crossbar Switch. Crossbar master (Core, DMA) can be assigned
different access rights to each protected memory region. The Arm MO+ core version in this family
does not integrate the Arm Core MPU, which would concurrently monitor only core-initiated memory
accesses. In this document, the term MPU refers to NXP’s system MPU.

Peripherals present
2: For the device-specific sizes, see the "On-chip SRAM sizes" table in the "Memories and Memory Interfaces" on selected S32K devices
chapter of the S32K1xx Series Reference Manual. (see the "Feature Comparison"
section)

Figure 2-2. S32K11x product series block diagram

2.5 Feature comparison

The following figure summarizes the memory, peripherals and packaging options for the
S32K1xx devices. All devices which share a common package are pin-to-pin compatible.
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NOTE
Availability of peripherals depends on the pin availability in a
particular package. For more information see /0 Signal
Description Input Multiplexing sheet(s) attached with
Reference Manual.
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Not implemented

®  Available on the device

=y

device is running at HSRUN mode (112MHz) or VLPR mode.

w N

Parameter K116 K118 K142 K144 K146 K148
Core Arm® Cortex™-M0+ Arm® Cortex™-M4F
Frequency 48 MHz 80 MHz (RUN mode) or 112 MHz (HSRUN mode)?
|IEEE-754 FPU o ]
Cryptographic Services Engine (CSEc)1 . )
CRC module 1x 1x
1SO 26262 capable up to ASIL-B capable up to ASIL-B
Peripheral speed up to 48 MHz up to 112 MHz (HSRUN)
Crossbar 3 )
uE> DMA
z External Watchdog Monitor (EWM) o (]
@ | Memory Protection Unit (MPU) . .
FIRC CMU . o
Watchdog 1x 1x
Low power modes . .
HSRUN mode! o .
Number of I/Os up to 43 | up to 58 up to 89 | up to 128 | up to 156
Single supply voltage 27-55V 27-55V
Ambient Operation Temperature (Tg) -40°C to +105°C / +125°C -40°C to +105°C / +125°C
Flash 128 KB [ 256 KB 2s6kB | 512k | imB [ 2wmB?
Error Correcting Code (ECC) ° °
System RAM (including FlexRAM and MTB) 17 KB [ 25 KB 32KkB |  64KB | 128KB | 256KB
E FlexRAM (also available as system RAM) 2KB 4 KB
é Cache o 4 KB
EEPROM emulated by FlexRAM1 2 KB (up to 32 KB D-Flash) 4 KB (up to 64 KB D-Flash) See footnote 3
External memory interface o o c:‘”);ﬂpdesrgb'sqﬁl
Low Power Interrupt Timer (LPIT) 1x 1x
5 FlexTimer (16-bit counter) 8 channels 2x (16) 4x (32) | 6x (48) | 8x (64)
E | Low Power Timer (LPTMR) 1x 1x
F I'Real Time Counter (RTC) 1x 1x
Programmable Delay Block (PDB) 1x 2x
2 Trigger mux (TRGMUX) 1x (43) 1x (45) 1x (64) 1x (73) 1x (81)
'S | 12-bit SAR ADC (1 Msps each) 1x (13) 1x (16) 2x (16) 2x (24) 2x (32)
< Comparator with 8-bit DAC 1x 1x
10/100 Mbps IEEE-1588 Ethernet MAC o o 1x
5 Serial Audio Interface (AC97, TDM, 12S) o o 2x
E (Ls"u‘gpfﬁlvﬁk%o?&'vhiéﬁgf@o, 2.1, 2.2A, and SAE J2602) 2x 2x 3x
é Low Power SPI (LPSPI) 1x [ 2x 2x 3x
g Low Power 12C (LPI2C) 1x 1x 2x
© FlexCAN 1x 2x 3x 3x 3x
(CAN-FD ISO/CD 11898-1) (1x with FD) (1x with FD) (1x with FD) (2x with FD) (3x with FD)
FlexIO (8 pins configurable as UART, SPI, 12C, 12S) 1x 1x
SWD, JTAG
" Debug & trace SWD, MTB (1 KB), JTAGH SWD, JTAG (ITM, SWV, SWO) (ITM, SWYV,
a SWO), ETM
~— | Ecosystem NXP S32 Design Studio (GCC) + SDK, NXP S32 Design Studio (GCC) + SDK,
(IDE, compiler, debugger) IAR, GHS, Arm®, Lauterbach, iSystems IAR, GHS, Arm®, Lauterbach, iSystems
. 64-pin LQFP )
- v - o A e L R
100-pin MAPBGA 144-pin LQFP 176-pin LQFP
LEGEND:
o

No write or erase access to Flash module, including Security (CSEc) and EEPROM commands, are allowed when

Available when EEEPROM, CSEc and Data Flash are not used. Else only up to 1,984 KB is available for Program Flash.
4 KB (up to 512 KB D-Flash as a part of 2 MB Flash). Up to 64 KB of flash is used as EEPROM backup and the remaining 448 KB

of the last 512 KB block can be used as Data flash or Program flash. See chapter FTFC for details.

Only for Boundary Scan Register

(S0

See Dimensions section for package drawings

Figure 2-3. S32K1xx product series comparison
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2.5.1 Differences between S32K14x and S32K11x

Between S32K11x and S32K14x devices differences in core and cache , the access time
of interrupt subroutine and CPU execution can cause a change in the observed time from
the timers when comparing between S32K14x and S32K11x, and events triggered from
them. For more differences, see AN11997, available at nxp.com.

2.6 Applications
The S32K1xx product series are the ideal choices for general purpose automotive
applications, which include but not limited to:
 Exterior and interior lighting
* HVAC
* Door/Window/Wiper/Seat controller
 BLDC/PMSM motor control
* Park assistant
» E-shifter
 TPMS
» Real time control in infotainment system
» Battery management system
* Human machine interface such as touch sense control
 Secured vehicle data transfer
 Safety controller
* Over the air update

Moreover, the 100 Mbit IEEE-1588 Ethernet MAC and Serial audio interface (AC97,
TDM, and I2S) on S32K 148 make it fit perfectly for Ethernet connected edge nodes in
vehicle, and the audio streaming application.

In addition to automotive applications, the S32K1xx product series can also be used in
challenging environments found in industrial, automation, communications,
transportation, medical and A & D applications which need high level quality, reliability
and safety.

NOTE
* For safety aware and critical application, the user must
refer to S32K1xx Safety Manual and Using the S32K1xx

4. See S32K Architecture and Capabilities to Enable Over the Air Updates
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A
Module functional categories

EEPROM Functionality application note available on

nxp.com for correct part operation requirements.

» See S32K1xx Safety Manual and Production Flash

Programming Best Practices for S32K1xx MCUs

application note available on nxp.com for correct part

operation and memory handling during programming of the

internal flash memory.

2.7 Module functional categories

The modules on this device are grouped into functional categories. The following
sections describe the modules assigned to each category in more detail.

Table 2-2. Module functional categories

Module category Description

Arm® Cortex®-M4F core * 32-bit MCU core from Arm's Cortex-M class adding DSP instructions and
single-precision floating point unit based on Armv7 architecture

Arm® Cortex®-M0+ core * 32-bit MCU core from Arm’s Cortex-M class, implements the Armv6-M
architecture profile.

System Miscellaneous control module (MCM)

System integration module (SIM)

Port Control and Interrupts (PORT)

General purpose input/output controller (GPIO)
Crossbar switch (AXBS-Lite)

Peripheral bridge (AIPS-Lite)

Trigger Mux Control (TRGMUX)

Watchdog timer (WDOG)

Cyclic Redundancy Check (CRC)

Multiple clock generation options available from internally- and externally-
generated clocks
* System oscillator to provide clock source for the MCU

Clocking

Memories * Internal memories include:
¢ Program flash memory
¢ FlexMemory
* FlexNVM
* FlexRAM
* SRAM
* Direct memory access (DMA) controller with multiplexer to increase available
DMA requests. DMA can now handle transfers in VLPS mode

Power Management Power management and mode controllers (PMC)
* Multiple power modes available based on high speed run, run, stop

Security ¢ Error-correcting code (ECC) on Flash and SRAM memories
* 128-bit unique identification (ID) number
¢ System Memory Protection Unit (MPU) module

Safety Clock monitoring unit (CMU), for monitoring FIRC clock

Power Management Power management and mode controllers (PMC)
¢ Multiple power modes available based on high speed run, run, stop

Table continues on the next page...
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Table 2-2. Module functional categories (continued)

Module category Description

Analog ¢ High speed analog-to-digital converter (ADC)
e Comparator (CMP), containing 8 bit reference DAC
Bandgap voltage reference (1V reference voltage)

Timers Programmable delay block (PDB)
FlexTimers

Low-power periodic interrupt timer (LPIT)
Low power timer (LPTMR)

Independent real time clock (RTC)

Ethernet MAC with IEEE802.3-2002 standard.

Low-power Serial peripheral interface (LPSPI)

Low-power Inter-integrated circuit (LPI2C)

Low-power UART (LPUART)

Synchronous Audio Interface (SAl)/Integrated interchip sound (12S)
FlexIO

FlexCAN

Debug e JTAG Controller (JTAGC)

Communications

2.7.1 Arm® Cortex®-M4F Core Modules

The following core modules are available on this device.

Table 2-3. Core modules

Module Description

Arm Cortex-M4F The Arm® Cortex®-M4F is the newest member of the Cortex M Series of
processors targeting microcontroller cores focused on very cost sensitive,
deterministic, interrupt driven environments. The Cortex M4F processor is based
on the Armv7 Architecture and Thumb®-2 ISA and is upward compatible with the
Cortex M3, Cortex M1, and Cortex MO architectures. Cortex M4F improvements
include an Armv7 Thumb-2 DSP (ported from the Armv7-A/R profile architectures)
providing 32-bit instructions with SIMD (single instruction multiple data) DSP style
multiply-accumulates and saturating arithmetic.

Floating point unit (FPU) A single-precision floating point unit (FPU) that is compliant to the IEEE Standard
for Floating-Point Arithmetic (IEEE 754).
NVIC The Armv7-M exception model and nested-vectored interrupt controller (NVIC)

implement a relocatable vector table supporting many external interrupts, a single
non-maskable interrupt (NMI), and priority levels.

The NVIC replaces shadow registers with equivalent system and simplified
programmability. The NVIC contains the address of the function to execute for a
particular handler. The address is fetched via the instruction port allowing parallel
register stacking and look-up. The first sixteen entries are allocated to Arm internal
sources, with the others mapping to MCU-defined interrupts.

AWIC The primary function of the Asynchronous Wake-up Interrupt Controller (AWIC) is
to detect asynchronous wake-up events in stop modes and then signal to clock
control logic to resume system clocking. After clock restart, the NVIC observes the
pending interrupt and performs the normal interrupt or event processing.

Table continues on the next page...
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Table 2-3. Core modules (continued)

Module Description

Debug interfaces Most of the debug capability on this device is based on the Arm CoreSight™
architecture. Following debug interfaces are supported:

¢ Serial wire IEEE 1149.1 JTAG debug Port (SWJ-DP), with 2 pin serial wire
debug (SWD) for external debugger

* Debug Watchpoint and Trace (DWT), with four configurable comparators as
hardware watchpoints

¢ Serial wire output (SWO)-synchronous trace data support

* Instrumentation Trace Macrocell (ITM) with software and hardware trace,
plus time stamping

* Flash Patch and Breakpoints (FPB) with ability to patch code and data from
code space to system space

» Serial Wire Viewer (SWV): A trace capability providing displays of reads,
writes, exceptions, PC Samples and printf.

* Supports 4 pin trace interface

2.7.2 Arm Cortex-M0+ Core Modules

The following core modules are available on this device.

Table 2-4. Core modules

Module Description

Arm Cortex-M0+ The Arm® Cortex™-MO+processor is a configurable, multistage, 32-bit RISC
processor. It has an AMBA AHB-Lite interface and includes an NVIC component. It
also has optional hardware debug, single-cycle 1/O interfacing, and memory-
protection functionality. The processor can execute Thumb code and is compatible
with other Cortex-M profile processors.

NVIC NVIC features up to 32 external interrupt inputs, each with four levels of priority. It
implements optional relocation of the vector table.

It features dedicated Non-Maskable Interrupt (NMI) input, supprts optional Wake-
up Interrupt Controller (WIC), providing ultra-low power sleep mode support.

AWIC The primary function of the Asynchronous Wake-up Interrupt Controller (AWIC) is
to detect asynchronous wake-up events in stop modes and signal to clock control
logic to resume system clocking. After clock restart, the NVIC observes the
pending interrupt and performs the normal interrupt or event processing.

Single-cycle 1/0O Port For high-speed, single-cycle access to peripherals, the Cortex-M0+ processor
implements a dedicated single-cycle 1/O port.

Debug interfaces Most of this device's debug is based on the Arm CoreSight™ architecture. One
debug interfaces are supported:

* Serial Wire Debug (SWD)
* Micro Trace Buffer (MTB)
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2.7.3 System modules

The following system modules are available on this device.

Table 2-5. System modules

Module

Description

Miscellaneous control module (MCM)

The MCM includes miscellaneous control logic for Core and System modules.

System integration module (SIM)

The SIM includes miscellaneous device configuration and status registers.

PORT

The Port Control and Interrupt (PORT) module provides support for port control,
digital filtering, and external interrupt functions.

GPIO

The general-purpose input and output (GPIO) module communicates to the
processor core via a zero wait state interface for maximum pin performance. The
GPIO registers support 8-bit, 16-bit or 32-bit accesses.

Crossbar switch (AXBS-Lite)

The AXBS-Lite connects bus masters and bus slaves, allowing all bus masters to
access different bus slaves simultaneously and providing arbitration among the bus
masters when they access the same slave.

System Memory protection unit (MPU)

The system MPU provides memory protection and task isolation. It concurrently
monitors all bus master transactions for the slave connections.

Peripheral bridge (AIPS-Lite)

The AIPS-Lite converts the crossbar switch interface to an interface that allows
access to a majority of peripherals on the device.

Direct memory access multiplexer
(DMAMUX)

The DMAMUX selects from many DMA requests down to a smaller number for the
DMA controller.

enhanced Direct Memory Access
controller (eDMA)

The eDMA provides programmable channels with transfer control descriptors for
data movement via dual-address transfers for 8-bit, 16-bit, 32-bit, 16-byte and 32-
byte data values.

TRGMUX

The trigger multiplexer (TRGMUX) module allows software to configure the trigger
sources for various peripherals.

External watchdog monitor (EWM)

The EWM is a redundant mechanism to the software watchdog module that
monitors both internal and external system operation for fail conditions.

Software watchdog (WDOG)

The WDOG monitors internal system operation and forces a reset in case of
failure. It can run from an independent 128 kHz low power oscillator with a
programmable refresh window to detect deviations in program flow or system
frequency.

CRC

Hardware CRC generator circuit using 16/32-bit shift register. Error detection for all
single, double, odd, and most multi-bit errors, programmable initial seed value, and
optional feature to transpose input data and CRC result via transpose register.

2.7.4 Memories and memory interfaces

The following memories and memory interfaces are available on this device.

Table 2-6. Memories and memory interfaces

Module

Description

Local memory controller(LMEM)

Manages simultaneous accesses to system RAM by multiple master peripherals
and core. Also provide cache control, which improves system performance by
providing single-cycle access to the instruction and data pipelines.

Table continues on the next page...
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Table 2-6. Memories and memory interfaces (continued)

Module

Description

Miscellaneous System Control Module
(MSCM)

The Miscellaneous System Control Module (MSCM) contains CPU configuration
registers and on-chip memory controller registers.

Flash memory

* Program flash memory — non-volatile flash memory that can execute
program code
¢ FlexMemory — encompasses the following memory types:
* FlexNVM — Non-volatile flash memory that can execute program
code, store data, or backup emulated EEPROM data
* FlexRAM — RAM memory that can be used as traditional SRAM or as
high-endurance emulated EEPROM storage, and also accelerates
flash programming

QuadSPI

The Quad Serial Peripheral Interface (QuadSPI) block acts as an interface to
external serial flash device. It supports SDR and HyperRAM modes up to 4 and 8
bidirectional data lines respectively.

Flash memory controller

Manages the interface between the device and the on-chip flash memory.

SRAM

Internal system RAM.

2.7.5 Power Management

The following modules are available on this device for power management and system

power modes control:

Table 2-7. Power Management modules

Module Description
PMC The PMC contains the internal voltage regulator, power on reset (POR) and the
low voltage detect (LVD) system.
SMC The System Mode Controller (SMC) is responsible for sequencing the system into

and out of all low-power Stop and Run modes.

2.7.6 Clocking

The following clock modules are available on this device.

Table 2-8. Clock modules

Module

Description

System clock generator (SCG)

The SCG provides several clock sources for the MCU that include:

* Phase-locked loop (PLL) — Voltage-controlled oscillator (VCO)
* Fast internal reference clock (FIRC) — An internally-generated 48 MHz
clock, which can be used as a clock source for other on-chip peripherals

Table continues on the next page...
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Table 2-8. Clock modules (continued)

Module

Description

» Slow internal reference clock (SIRC) — An internally-generated 8 MHz clock,
which can be used as a clock source for other on-chip peripherals

¢ System oscillator (OSC) — The system oscillator, in conjunction with an
external crystal or resonator, generates a reference clock for the MCU

Low Power Oscillator (LPO)

An internally-generated low power clock with typical frequency of 128 kHz, which
can be used as clock source for modules operational in low power modes.

Peripheral Clock Control (PCC)

Controls the clock selection for most modules.

2.7.7 Analog modules

The following analog modules are available on this device:

Table 2-9. Analog modules

Module

Description

12-bit analog-to-digital converters (ADC)

12-bit successive-approximation ADC

Analog comparators (CMP)

Compares two analog input voltages across the full range of the supply voltage.

8-bit digital-to-analog converters (DAC)
within CMP

256-tap resistor ladder network which provides a selectable voltage reference for
applications where a voltage reference is needed.

2.7.8 Timer modules

The following timer modules are available on this device:

Table 2-10. Timer modules

Module

Description

Programmable delay block (PDB)

16-bit resolution

3-bit prescaler

Positive transition of trigger event signal initiates the counter

Supports multiple triggered delay output signals, each with an independently-

controlled delay from the trigger event

* Continuous-pulse output or single-shot mode supported, each output is
independently enabled, with possible trigger events

e Supports bypass mode

¢ Supports DMA

Flexible timer module (FTM)

¢ Selectable FTM source clock, programmable prescaler

* 16-bit counter supporting free-running or initial/final value, and counting is up
or up-down

* Input capture, output compare, and edge-aligned and center-aligned PWM
modes

» Operation of FTM channels as pairs with equal outputs, pairs with
complementary outputs, or independent channels with independent outputs

Table continues on the next page...
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Table 2-10. Timer modules (continued)

Module

Description

Deadtime insertion is available for each complementary pair

Generation of hardware triggers

Software control of PWM outputs

Up to 4 fault inputs for global fault control

Configurable channel polarity

Programmable interrupt on input capture, reference compare, overflowed

counter, or detected fault condition and reload opportunity.

* Quadrature decoder with input filters, relative position counting, and interrupt
on position count or capture of position count on external event

¢ DMA support for FTM events

Low-power periodic interrupt timer
(LPIT)

* Four general purpose interrupt timers

* Interrupt timers for triggering ADC conversions

* 32-bit counter resolution

* The counter is clocked by an asynchronous clock that can remain enabled in
low power modes.

e DMA support

* Supports chaining of Timer channels

Low power timer (LPTMR)

» Selectable clock for prescaler/glitch filter of 128 kHz (internal LPO), or
internal reference clock

Configurable glitch filter or prescaler with 16-bit counter

16-bit time or pulse counter with compare

Interrupt generated on Timer Compare

Hardware trigger generated on Timer Compare

Real-time clock (RTC)

32-bit seconds counter with 32-bit alarm
¢ 16-bit prescaler with compensation that can correct errors between 0.12 ppm
and 3906 ppm

2.7.9 Communication interfaces

The following communication interfaces are available on this device:

Table 2-11. Communication modules

Module

Description

Low-power Serial peripheral interface
(LPSPI)

Synchronous serial bus for communication to an external device. LPSPI optionally
remains functional in low power modes.

Low-power Inter-integrated circuit
(LPI2C)

Allows communication between a number of devices. Also supports the System
Management Bus (SMBus) Specification, version 2. LPI2C optionally remains
functional in low power modes.

Low-power Universal asynchronous
receiver/transmitters (LPUART)

Asynchronous serial bus communication interface, supporting LIN master and
slave operation. LPUART optionally remains functional in low power modes.

SAl/I28

The 12S (or I12S) module provides a synchronous audio interface (SAl) that
supports fullduplex serial interfaces with frame synchronization such as 12S, AC97,
TDM, and codec/DSP interfaces.

ENET

The core implements a dual-speed 10/100-Mbit/s Ethernet MAC compliant with the
IEEE802.3-2002 standard. The MAC layer provides compatibility with half- or
fullduplex 10/100-Mbit/s Ethernet LANSs.

Table continues on the next page...
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Table 2-11. Communication modules (continued)

Module

Description

FlexCAN

The FlexCAN module is a communication controller implementing the CAN
protocol according to the ISO 11898-1 standard and CAN 2.0 B protocol

specifications.

2.7.10 Debug modules

The following Debug modules are available on this device:

Table 2-12. Debug modules

Module

Description

JTAGC

The JTAGC block provides the means to test chip functionality and connectivity
while remaining transparent to system logic when not in test mode. Testing is
performed via a boundary scan technique, as defined in the IEEE 1149.1-2001
standard. All data input to and output from the JTAGC block is communicated in

serial format.
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Chapter 3
Memory Map

3.1 Introduction

This chip contains various memories and memory-mapped peripherals that are located in
one 32-bit contiguous memory space. This chapter describes the memory and peripheral
locations within that memory space.

Details about the memory map appear in the spreadsheet that is attached to this
document: S32K1xx_memory_map.xIsx. To access this spreadsheet, view the document's
list of attachments.

3.2 SRAM memory map

3.2.1 S32K14x: SRAM memory map

The on-chip RAM is split in two regions: SRAM_L and SRAM_U. The RAM is
implemented such that the SRAM_L and SRAM_U ranges form a contiguous block in
the memory map. See S32K1xx_memory_map.xlsx attached to this document for details.

Accesses to the SRAM_L and SRAM_U memory ranges outside the amount of RAM on
the chip causes the bus cycle to be terminated with an error followed by the appropriate
response in the requesting bus master.

3.2.2 S32K11x: SRAM memory map

In S32K11x on-chip RAM can be used in following applications:
* Safety critical applications: SRAM_U can be used, which starts from 2000_0000
» Non-safety critical applications: SRAM_U along with 1 KB MTB can be used
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NOTE
CMO+ architecture implements single RAM controller, hence
SRAM_U and MTB are referred as single contiguous memory
regions. MTB in S32K11x is present at the same location as

SRAM_L in S32K14x.

See S32K1xx_memory_map.xlsx attached to this document for details. Accesses to the
memory ranges outside the amount of RAM on the chip causes the bus cycle to be
terminated with an error followed by the appropriate response in the requesting bus
master.

3.3 Flash memory map

The various flash memories and the flash memory registers are located at different base
addresses as shown in the following figure. The base address for each is specified in the
S32K1xx_memory_map.xIsx file attached to this document.

Flash memory base address
Registers

Program flash memory base address

Flash memory configuration field

Program flash

memory
FlexNVM base address

FlexNVM
FlexRAM base address

FlexRAM

Figure 3-1. Flash memory map

3.4 Peripheral bridge (AIPS-Lite) memory map
The peripheral memory map is accessible via a crossbar slave port.

There are three regions associated with peripheral space, as shown in the following table.
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Table 3-1. Regions associated with peripheral space

Address space Region description

0x4000_0000-0x4001_FFFF A 128 KB region, partitioned as 32 spaces, each 4 KB in size and reserved for on-
platform peripheral devices. AIPS-Lite generates unique module enables for all 32
spaces.

0x4002_0000-0x4007_FFFF A 384 KB region, partitioned as 96 spaces, each 4 KB in size and reserved for off-
platform modules. AIPS-Lite generates unique module enables for all 96 spaces.

0x400F_F000 A 4 KB region for accessing the GPIO module. This block is connected to the
AMBA bus via the port splitter and provides direct master access without incurring
wait states associated with accesses via the AIPS-Lite modules. The GPIO is
implemented only in the upper space of this region (4 KB beginning at
0x400F_F000).

Modules that are disabled via their clock gate control bits in the PCC/SIM registers
disable the associated AIPS-Lite slots. Access to any address within an unimplemented or
disabled peripheral bridge slot results in a transfer error termination.

NOTE
While trying to access memory map region of unavailable
feature (See SIM_SDID[FEATURES]) with corresponding
module clock enabled through PCC CGC bit, there will not be
any transfer error termination.

3.4.1 Read-after-write sequence and required serialization of
memory operations

In some situations, a write to a peripheral must be completed fully before a subsequent
action can occur. Examples of such situations include:

 Exiting an interrupt service routine (ISR)

* Changing a mode

* Configuring a function

In these situations, the application software must perform a read-after-write sequence to
guarantee the required serialization of the memory operations, as shown in the following
table.

Table 3-2. Read-after-write sequence to guarantee required serialization of memory

operations
Step Action
1 Write the peripheral register.
2 Read the written peripheral register to verify the write.
3 Continue with subsequent operations.
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In S32K14x series of devices, one factor contributing to these

NOTE

situations is processor write buffering. The processor
architecture has a programmable configuration field to disable

write buffering: ACTLR[DISDEFWBUF]. (For details see
Arm® Cortex® M4 Processor Technical Reference Manual,

Revision rOpl, at http://arm.com ). However, disabling buffered
writes is likely to degrade system performance much more than

simply performing the required memory serialization for the

situations that truly require it.

3.5 Private Peripheral Bus (PPB) memory map

The PPB is part of the defined Arm bus architecture and provides access to select
processor-local modules. These resources are only accessible from the core; other system

masters do not have access to them.

Table 3-3. PPB memory map for CM4

System 32-bit address range

Resource

0xE000_0000—-0xE000_OFFF

Instrumentation Trace Macrocell (ITM)

0xE000_1000-0xE000_1FFF

Data Watchpoint and Trace (DWT)

0xE000_2000-0xE000_2FFF

Flash Patch and Breakpoint (FPB)

0xE000_3000-0xE000_DFFF

Reserved

0xE000_E000-0xEO00_EFFF

System Control Space (SCS) (for NVIC and FPU

0xE000_F000—-0xEO03_FFFF

Reserved

0xE004_0000-0xE004_OFFF

Trace Port Interface Unit (TPIU)

0xE004_1000-0xE004_1FFF Reserved
0xE004_2000-0xE004_2FFF Reserved
0xE004_3000-0xE004_3FFF Reserved
0xE004_4000-0xE007_FFFF Reserved

0xE008_0000-0xE008_OFFF

Miscellaneous Control Module (MCM)

0xE008_1000—-0xE008_1FFF Reserved
0xE008_2000-0xE008_2FFF Cache Controller (LMEM)
0xE008_3000-0xEOOF_EFFF Reserved

OxEOOF_F000-0xEQOF_FFFF

Arm Core ROM Table' - allows auto-detection of debug components

1. The Arm Core ROM table is optionally required by Arm CoreSight debug infrastructure to discover the components on the
chip. This ROM table has no any relationship with the MCU Boot ROM.
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Table 3-4. PPB memory map for CMO0+

System 32-bit address range Resource
0xE000_0000—0xE000_OFFF Reserved
0xE000_1000-0xE000_1FFF Data Watchpoint and Trace (DWT)
0xE000_2000-0xE000_2FFF Arm Core ROM Table
0xE000_3000-0xE000_DFFF Reserved’
0xE000_E000-0xE000_EFFF System Control Space (SCS) (for NVIC)
0xE000_F000—-0xE003_FFFF Reserved’
0xE004_0000-0xE004_OFFF Reserved’
0xE004_1000-0xE004_1FFF Reserved'
0xE004_2000-0xE004_2FFF Reserved'
OxE004_3000—-0xE004_3FFF Reserved'
OxE004_4000-0xE007_FFFF Reserved'
0xE008_0000-0xE008_OFFF Reserved’
0xE008_1000-0xE008_1FFF Reserved'
0xE008_2000-0xE008_2FFF Reserved'
0xE008_3000—-0xEOQOF_EFFF Reserved'
OXEOOF_F000-OxEOOF_FFFF Reserved'
0xE010_0000-OxEFFF_FFFF Reserved’

1. Reserved area return transfer error. Reserved is Unknown/Should be 0. Software must not rely on reading as all 0s, and it
must treat the value as if it is unknown.

3.6 Aliased bit-band regions for CM4 core

The SRAM_U, AIPS-Lite, and general purpose input/output (GPIO) module resources
reside in the Cortex-M4F processor bit-band regions.

The processor also includes two 32 MB aliased bit-band regions associated with the two
1 MB bit-band spaces. Each 32-bit location in the 32 MB space maps to an individual bit
in the bit-band region. A 32-bit write in the alias region has the same effect as a read-
modify-write operation on the targeted bit in the bit-band region.

Bit O of the value written to the alias region determines what value is written to the target
bit:

e Writing a value with bit O set writes a 1 to the target bit.
» Writing a value with bit O clear writes a O to the target bit.

A 32-bit read in the alias region returns either:

* a value of 0x0000_0000 to indicate the target bit is clear
* a value of 0x0000_0001 to indicate the target bit is set
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1 MB

Bit-band region

31

Alias bit-band region

31
|
1

32 MB

Figure 3-2. Alias bit-band mapping

NOTE
Each bit in a bit-band region has an equivalent bit that can be

manipulated through bit 0 in a corresponding long word in the
alias bit-band region.

NOTE

Do not use bit banding for wlc status bits.

CAUTION
The S32K product series and the software drivers support bit-

banding, but Arm no longer promotes its usage. Therefore, we
recommend that bit-banding should not be used.

S32K1xx Series Reference Manual, Rev. 8, 06/2018

82

NXP Semiconductors



Chapter 4
Signal Multiplexing and Pin Assignment

4.1 Introduction
The signal multiplexing enables the sharing of single pad for multiple functions.

The signal multiplexing unit comprises of control signals from GPIO, PORT and pad
interface logic. The signal multiplexing unit consists of several individual sub-units, each
handling the signal multiplexing of one pad.

The Port Control block controls the module specific pad settings (pull up etc) and the
signal present on the external pin. See PORT_PCR for the description of control signals.
For reset values per port, see IO Signal Description Input Multiplexing sheet(s) attached
to the Reference Manual.

4.2 Functional description
The signal multiplexing architectural implementation is as shown in the following figure.

ind Plo ind ind >

Pad controls

do Signal Functional

do
Multiplexing <: Modules/
Unit Peripherals

obe obe

Padring

ibe ibe

VANIVANIVAN

Figure 4-1. Signal Multiplexing
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Pad description

4.3 Pad description

Following figure shows the basic representation of a GPIO Pad.

obe
do Output .
Driver
Pad
pue
pus
ibe Pull logic
ind Input i l
Receiver
Figure 4-2. GPIO pad representation
Table 4-1. Pad Signal description

Signal name Direction Descriprtion
pad I/0 I/O to external world
do | Data coming from the core into the pad
obe | Enable output driver
pue | 0: Disable internal pullup or pulldown resistor 1: Enable internal pullup or

pulldown resistor
pus | 0: Enable internal pulldown resistor if pue is set 1: Enable internal pullup
resistor if pue is set
ibe | Enable input receiver
ind o Data coming out of the pad into the core
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Table 4-2. Truth table

obe do pad Description
0 X VA Output buffer disabled, pad hi-Z (If not configured as input)
1 0/1 0/1 Output buffer enable, pad = do
pue pus pad Description
0 X - Weak pull disabled. Pad retains previous state
0 0 Weak pull down enabled
1 1 1 Weak pull up enabled
ibe pad ind Description
0 X 0 Input buffer disabled, ind gets low
01 0N Input buffer enabled, ind = pad
NOTE

The device does not support open drain on all the pins. Only
pins that are configured for a protocol that requires open-drain
(e.g;, LPI2C, LPUART single-wire) will work in open-drain
mode.

4.4 Default pad state
The default pad configurations out of reset are as follows. For PTA4, PTAS, PTC4 and
PTCS, the default configurations are as per protocol specifications/requirements.

Table 4-3. Default pad configurations

Pin Default Default pad ibe obe pue pus
function state’

PTA4 JTAG_TMS Weak pull-up 1 0 1 1
enabled

PTA5 2 RESET_b Weak pull-up 1 0 1 1
enabled

PTC4 JTAG_TCK Weak pull-down |1 0 1 0
enabled

PTC5 JTAG_TDI Weak pull-up 1 0 1 1
enabled

Others Disabled High impedance |0 0 0 0
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1. The IO pad states are undefined until Vpp rises sufficiently to enable the POR circuits. The level at which this occurs will
vary from device to device, but for reference it is approximately 700 mV. After POR circuits are enabled, the 10 pad states
are high impedance with weak pull devices disabled until POR release.

2. While in reset, the pin behavior is same apart from reset pin. Chip drives pad low via obe=1, pue=0, till reset sequence is
complete to indicate reset to off-chip connected devices.

4.5 Signal Multiplexing sheet

IO Signal Description Input Multiplexing sheet(s) attached to the Reference Manual
contains information on pins/balls of this device.

The 'TO Signal Table' and 'Input Muxing' tabs in the sheet correspond to the signal
multiplexing information. The 'TO Signal Table' consists of all the pin muxing details and
the 'Input Muxing' specifies the priority for the input muxing where an input path is
driven by more than one pad.

S32K1xx variant specific IO Signal Description Input Multiplexing sheets attached to the
Reference Manual contains information about the pins/balls of the particular variant.
Module functionality is dependent on the availability of functional pins in a particular
package. For example LPI2C HREQ pin is not available in 48-LQFP and 32-QFN

package.

4.5.1 10 Signal Table

Following is an example snippet of 10 Signal Table. For selecting any functionality, the
pad PCR register (refer to PORT_PCRn) needs to be configured accordingly.

3
]

aff

& |s32k144_641qfp

Js32K144_1001,
Js32K144_BGA

5
-
H

IRQC[3:0]
MUX(2:0]

port R 555 Function Module ipti 5 | padype
BTAD | PCR_PTAO | 0000_0000 DISABLED Signal Path Disabled — | 0
0000_0001 PTAQ PTA PortAl/O o

SiE

uuuuuuuuuuuuuuuuuuu

b}
z
g
8
8
g
8

0000_0010 FTM2_CH1 FTM2 FTM Channel /o
0000_0011 LPI2CO_SCLS LPI2C0 LPI2C Secondary Clock IO /o
0000_0100 FXI0_D2 FXI0 FlexIO Bi-directional shift/timer /O 1/o
0000_0101 FTM2_QD_PHA FTM2 Decode PhaseA [

0000_0110 LPUARTO_CTS LPUARTO end (bar) ]
0000_0111 TRGMUX_OUT3 TRGMUX rigger Mux Output o
- ADCO_SEQ ADCO ADC single Ended Input 1
CMPO_INO cmPo Comparator Input Signal !

Figure 4-3. 10 signal table snippet

The columns of the above figure are described below:
e Port: This field in IO Signal Table specifies the PAD names of the device.
* CR(Control Register): This field specifies the name of PCR corresponding to the Port
field. On this device there are five PORT instances, namely, PTA, PTB, PTC, PTD
and PTE. Each pad has a corresponding Control Register, referred to as PCR_PTXn
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in the 10 Signal Table, where X refers to PORT instance and n refers to
corresponding pin of that PORT instance. Refer PORT_PCR for description of PCR
fields.

» SSS: This field specifies the ALT mode of operation as per PCR[Mux_mode]. Not
all pins support all pin muxing slots. Unimplemented pin muxing slots are reserved.
The corresponding pin is configured in the following pin muxing slot as follows:

000: Alternative O (Signal path disabled)
001: Alternative 1 (GPIO)

010: Alternative 2 (chip-specific)

011: Alternative 3 (chip-specific)

100: Alternative 4 (chip-specific)

101: Alternative 5 (chip-specific)

110: Alternative 6 (chip-specific)

111: Alternative 7 (chip-specific)

The analog functionalities are specified with '-' in this field. Here ADC_SEO and
CMP_INO represent analog functions.

By default, ALTO mode (configured by PTXn_PCR[SSS] as 3’b000)
corresponds to disabled functionality and pad represents disabled (high-
impedance) state. In case if the pad consists of analog functions, the ALTO mode
corresponds to analog functionality once the analog module is configured to
enable corresponding channel/input.

For example, PTAO supports ADCO channel 0 and CMP channel 0. By default
the pad is disabled. After ADCO is configured to enable channelO using
ADCO_SCIn[ADCH], the pad functions as ADC input channel. Alternatively if
CMP is configured to enable channel 0 using CMP_CI1[PSEL] or
CMP_CI[MSEL], the pad functions as CMP input channel. The software must
ensure to enable only one function at a time.

* Function: This field specifies the functionality of the pad as per the corresponding
ALT mode specified by SSS field.

* Module: The Module field contains the module which is governing the pad for the
ALT mode.

* Description: This field mentions a short description of pad functionality.

* Direction: This field specifies the direction (Input, Output or Inout) of the pad for the
concerned functionality.

* The next columns specify the pin number in the supported packages for the device.

» PCR: This field specifies the default PCR value for corresponding pad. Refer
PORT_PCR for description of PCR fields.
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* The next two columns specify the reset value and the configurable bit fields of PCR
corresponding to pad.
» Pad Type: This field mentions the pad type of the corresponding pad.
* GPIO: General Purpose 10 Pad (Standard)
* GPIO-HD: General Purpose 10 Pad that support high drive functionality
(Strong)
e GPIO-FAST: General Purpose IO Pad that support High Speed (applicable for
S32K148 only)

NOTE
If oscillator is enabled then enabling the GPIO or LPI2C
function for EXTAL/XTAL pins can lead to device damage.
This must be avoided by software.

4.5.2 Input muxing table

As the same function can be multiplexed to several pads by configuring their respective
PCRs, there is priority input muxing. In case of same input being driven from multiple
pads, the one with highest priority (1 being the highest) will drive the input. Following is
a snippet of Input Muxing Table.

Destination Instance Destination Function Priority 555 Source Instance Source Signal
CAMNO CAMNO_RX i 0000_0011 10_PAD PTC2
2 0000_0101 10_PAD PTE4
3 00000101 10 _PAD PTBO
4 - disable low

Figure 4-4. Input muxing table snippet

The columns of the figure are briefly described below:

* Destination Instance: This field contains the instance name of the input path to where
the signal will propagate from padring.

* Destination Function: This field mentions the function name of the input path.

* Priority: This field specifies the priority of the path. Priority level 1 is highest and it
decreases onwards.

» SSS: This field specifies the PCR[Mux_mode] value corresponding to the pad
specified in source signal column. A blank is mentioned for the default source when
none pad is driving the input path.

 Source Instance: This field specifies the source pad type. A blank is mentioned for
the default source when none pad is driving the input path.

» Source Signal: This field mentions the pad name. A ‘disable low’/’disable high’
specifies the signal behavior when none of the pads are driving the input path.
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4.6 Pinout diagrams

See IO Signal Description Input Multiplexing sheet(s) attached to the Reference Manual
for pinout diagrams corresponding to available packages.
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Chapter 5
Security Overview

5.1 Introduction

All chips of this S32K1xx product series have a comprehensive set of customer-
configurable security features designed to protect code and data from unauthorized
access.

5.2 Device security

Flash memory security is available to both CSEc and non-CSEc parts. SIM_SDID[7]
indicates whether CSEc is available on your device.

Both CSEc and non CSEc users need to run PGMPART command to configure the Key
Size for the device. For more information, see Program Partition command. This process
involves configuring a number of user keys. For non CSEc users, Key Size will be 00.
* The total size of EEERAM is reduced by the space required to store the user keys.
(See Introduction chapter for available EEERAM.)
» The user key space effectively becomes un-addressable space in the EEERAM.
* For non-CSEc parts and CSEc parts with key size=00, CSEc_PRAM access is not
guaranteed.

5.2.1 Flash memory security

The flash memory module provides security information to the MCU based on the state
held by the FSEC[SEC] field. The MCU, in turn, confirms the security request and limits
access to flash memory resources. During reset, the flash memory module initializes the

FSEC register using data read from the security byte of the flash memory configuration
field.
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NOTE
The security features apply only to external accesses via debug.

CPU accesses to the flash memory are not affected by the status
of FSEC.

In the unsecured state, all flash memory commands are available to the programming
interfaces (SWD (Serial Wire Debug) and JTAG (Joint Test Access Group)), as are user
code execution of Flash Memory Controller commands. When the flash memory is
secured (FSEC[SEC] = 00b, 01b, or 11b), programmer interfaces are allowed to launch
only mass erase operations and have no access to memory locations.

Further information regarding the flash memory security options and enabling/disabling
flash security is available in the Flash Memory Module.

5.2.1.1 Flash memory security interactions with debug

When flash memory security is active, the JTAG port cannot access the memory
resources of the MCU. Boundary scan chain operations work, but debugging capabilities
are disabled so that the debug port cannot read flash memory contents.

When flash memory security is active, the SWD port cannot access the memory resources
of the MCU.

Although most debug functions are disabled, the debugger can write to the Flash Mass
Erase in Progress bit in the MDM-AP Control register to trigger a mass erase (Erase All
Blocks) command provided that MEEN (mass erase) is enabled. Running the mass erase
de -asserts the FSEC and after that JTAG port can access the memory resources. A mass
erase via the debugger is allowed even when some memory locations are protected.

When mass erase is disabled, mass erase via the debugger is blocked. Hence, you will not
be able to connect the debugger in a secure device (MEEN disabled). An alternative in
that case would be to run verify backdoor key access through any communication
interface.

The FTFC_FCSESTAT[EDB] bit clear status is as follows:
* If the debugger has switched to SWD mode, the FTFC_FCSESTAT[EDB] bit can be
reset only through POR.
e If the debugger remains in JTAG mode, the FTFC_FCSESTAT[EDB] bit is reset on
pin_reset if correct debugger disconnection takes place or on POR.
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5.2.2 Cryptographic Services Engine (CSEc) security features

The FTFC module's Cryptographic Services Engine (CSEc) implements a comprehensive
set of cryptographic functions as described in the SHE Functional Specification,
including:

* >10 general purpose keys

e AES-128, CBC, ECB, CMAC

* Sequential, Parallel, and Strict Boot mode

e AES-128 CMAUC calculation and authentication

* Pseudo random number generation (PRNG) and true random number generation
(TRNG)

5.2.3 Device Boot modes

In parallel secure boot mode, secure boot and application boot shall happen in parallel.
Also even if the secure boot fails, the application shall boot. But Keys having
BOOT_PROT attribute set to one, would be disabled. Application can make use of rest of
the keys and encryption/decryption/SHE functions. However, application code should
poll the Busy Flag FCSESTAT[BSY] , before attempting to actuate any SHE command.
Additionally, during parallel secure boot, any mode transition initiated by Core will be
aborted and secure boot will proceed.

During parallel boot operation FLASH_CLK must be the default FIRC_CLK and should
not be changed until boot operation is complete. Once the boot operation is complete it

can be changed to any value including its maximum value of 26.6 MHz in RUN mode
and 28 MHz in HSRUN mode.

In Sequential Secure boot, Application shall boot only after successful completion of
Secure boot. And, Application can actuate any command without bothering for
FCSESTAT[BSY] flag. However, in Strict boot mode, the chip will not boot at all and
will remain stuck in reset, if secure boot fails.

5.3 Security use case examples

5.3.1 Secure boot: check bootloader for integrity and
authenticity

The following diagram illustrates a use case for detecting and preventing bootloader

modification.

S32K1xx Series Reference Manual, Rev. 8, 06/2018
NXP Semiconductors 93




Security use case examples

"4 '
Step 1: After power on: CSE module reads
bootloader via its bus master interface. MAC value
L r
r \ . 3a
Step 2: CSE module uses the boot keyto Random Unlque ID KE}’S
calculates the MAC value of the bootloader. Boot MAC
L ) number ook
- . generator AES-128 Y
Step 3: CSE module compares calculated
MAC with stored boot MAC. If identical:
successful secure boot > set respective bit
in host interface and unlock keys Bus master @ Q Host Interface
% 7
[ Step 4: MCU always starts bootloader. @
3
Bootloader: ... > Flash @

~ Part of flash memary
%t’i) Start bootloader

Figure 5-1. Bootloader integrity and authencity

The MAC protects against modification of the bootloader and depends on the (secret)
boot key.

Only if the calculated MAC value matches the stored boot MAC value: a successful
secure boot occurs, and keys become unlocked for further use.

5.3.2 Chain of trust: check flash memory for integrity and
authenticity

In this use case:

» The bootloader is protected by the secure boot process.

* MAC:s stored in the bootloader provide integrity and authenticity of the related parts
in flash memory.

 Part-by-part checking of flash memory ensures each part's integrity and authenticity
before executing it. Critical parts of flash memory (for example, MCU
configuration/IRQ table) are checked and then executed as soon as possible.
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' N\

Step 1: Successful secure boot to verify
bootloader and to unlock keys. Then the
bootloader configures the MCU for full speed,

Y best memaory timing, etc.

[ Step 2: Bootloader asks CSE module to verify ) Random
\ MAC for part #1 of flash memory using key #x number

Unique ID Keys
Key #x
(" Step 3: CSE module reads part of flash, uses N @d generator AES-128 |6<3§
key #x to calculate MAC, and compares L

calculated MAC with MAC for part #1 as stored
in bootloader. If identical, CSE module sets Bus master (3a Host Interface
\ corresponding bit in host interface. y 1

)

Bit for valid MAC

-

Step 4: Bootloader checks bit.
If set: Part #1 of flash ok 2 execute part #1.

r,

( Step 5 etc: Similar to bootloader vs. part #1 of )

flash: Part #n of flash verifies part #n+1 = A
L chain of trust. i + Stored MAC for part #2
i Stored MAC for part #1
Bootloader

Figure 5-2. Flash memory integrity and authenticity

5.3.3 Secure communication
This use case demonstrates how to prevent illegal messages sent by ECUs.

* Random number generation and checking protect against replay attacks.

* Encryption protects against eavesdropping.

e Random number generation/checking and encryption ensure data integrity and
authenticity.
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Random Unique ID Keys fofs Unique ID Keys
number Eg number

generators AES-128 6 Key #x CAN generators AES-128 Key #x
= | T
RND =
i Encrypted J <_
W - {sensor value;RND)

pted
(sensor valug;RND)

, encrypted message to
Step 1: Central ECU obtains central ECU. Step 5: Central ECU checks

random number and sends sent random number vs.

. module to encrypt it and the - .
it to sensors ECU (e.qg., after . Step 4: Central ECU asks received/decrypted random
power-on of car) received random number CSE module to decrypt number.

(using key #x) received message (using
key #x).

Step 2: Sensor ECU reads

[Step 3. Sensor ECU sends
sensor value and asks CSE

Figure 5-3. Secure communication

5.3.4 Component protection

The replacement or modification of ECU <n> will change its unique ID and/or keys. This
use case shows how both changes are detected.

Random Unique ID Keys Random Unique ID Keys
number Eg number 2
generators AES-128 |(— Key #x CAN generators AES-128 & Key#
> i -
T R
{ RND | a
Flash J T +————{ Encrypted(RND/D)
[1D<n> | [ Decrypted(RNDD) | )
T A~ v

Step 22 ECU <n= Step 4: Master ECU

Step 1: Master ECU appends its unique ID fo .
obtains random number received RND, encrypts Séep 3 :daster_E%U cheé:ll([s) deﬁwpteﬁg\,”[?
and sends itto ECU this message with key megg;ypeswztehcige sy ag:% withwsltorseznlD “n=
<n=. #x, and sends encrypted d YK )

message to master ECU It match: ECU <n> is ok.

Figure 5-4. Component protection
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5.3.5 Message-authentication example
This use case consists of an Rx-CAN message authentication scenario:

1. CAN data stored in local buffer

2. FlexCAN triggers interrupt to core/DMA

3. Transfer data to CSEc memory (maximum 12 CAN messages of 8 bytes + 16-byte
CMACQC)

Trigger CSEc CMAC calculation/verification

CSEc triggers interrupt to core

Core reads processed message data

AN
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Steps required before failure analysis

System Memory

Input

CSEc

Output

Figure 5-5. Message authentication
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n [CMD WordI Length ] CMD Word | Length )
n-1 n-1 n-1
> n-2 - n-2
n-2 n-3 function n-3
n processing n
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[ J
MAC ° °
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[ ]
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20 processing 20
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13 - \ - N
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13 processing 13
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6 [L0x06 | 0x00 [ 0x00 [KeyID [MAC Len[MSG Len|
5 (CMD Word] Length ] (cMD Word] Length |
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4 2 2
&l &
3 4 4
5 function 5
2 6 processing 6
1 7 time 7
Parameter RAM Parameter RAM

5.4 Steps required before failure analysis

Before returning a device to NXP for failure analysis, the user must run the
CMD_DBG_CHAL and CMD_DBG_AUTH commands and ensure that all user keys are
deleted. This is a mandatory step to enable failure analysis at NXP.
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NOTE
If WRITE_PROTECTION flag is set for any key then the user
will be unable to delete that key with DEBUG_CHAL and
DEBUG_AUTH commands and failure analysis would not be
possible.

5.5 Security programming flow example (Secure Boot)

Run PGMPART to configure desired number of keys and other parameters
Program code section in Pflash to be checked in secure boot
LOAD_KEY(BOOT_MAC_KEY)

CMD_BOOT_DEFINE to select the flavor of boot and size of data to validate in
Pflash

b NS

Then optionally reset the part to "auto calculate" and program the BOOT_MAC or
the user loads the BOOT_MAC by external calculation.
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Chapter 6
Safety Overview

6.1 Introduction

The S32K1xx series is developed according to ISO 26262 and has an integrated safety
concept targeting an ISO26262 ASIL-B integrity level. The following documentation
supports the integration of an S32K1xx chip into safety-related systems:

* Reference Manual (S32K1XXRM): describes the programming model and
functionality of S32K1xx chips

* Data Sheet (S32K1XX): describes S32K1xx operating conditions as well as timing
and electrical characteristics

e Safety Manual (S32K1XXSM): describes the S32K1xx safety concept and possible
safety mechanisms (integrated in S32K1xx, system-level hardware, or system-level
software) as well as measures to reduce dependent failures

* Dynamic FMEDA: inductive analysis enabling customization of system-level safety
mechanisms, including the resulting safety metrics for ISO 26262 (SPFM, LFM &
PMHF) and IEC 61508 (SFF & Beta IC Factor)

* FMEDA Report: describes the FMEDA methodology and safety mechanisms
supported in the FMEDA, including source of failure rates, failure modes, and
assumptions during the analysis

The S32K1xx series is a SafeAssure™ solution. For more information regarding
functional safety at NXP, visit http://www.nxp.com/safeassure.
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S32K1xx safety concept

Functional Safety Standards

Automotive Industrial
150 26262 IEC 61508

NXP Quality Foundation

Figure 6-1. Functional safety overview

6.2 S32K1xx safety concept

The S32K1xx series has an integrated safety concept targeting safety-related systems that
require an ASIL-B safety integrity level. In general, safety integrity is achieved by using
and applying S32K1xx safety features as described in the Safety Manual.

The following diagram provides an overview of integrated S32K1xx architecture and
safety features.
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Async Power
trace — — supply
port monitoring
Core  JTAG &
selftest  ~ serial _-_ Clock
i s monitoring
SRAM Region
System
memory
protection
unit
Peripheral
protection
Internal SW
watchdog ECC
on
External SW flash
watchdog memory
CRC

Register Diversity of digital Diversity of
protection analog signal paths communication channels
1: On this device, NXP's system MPU implements the safety mechanisms to Key: . Device architectural IP on all
prevent masters from accessing restricted memory regions. This system MPU 532K devices.
provides memory protection at the level of the Crossbar Switch. Each Crossbar Peripherals present on all
master (Core, DMA, Ethernet) can be assigned different access rights to each . 332K devices.

protected memory region. The Arm M4 core version in this family does not .
integrate the Arm Core MPU, which would concurrently monitor only core-initiated . Peripherals present on selected

memory accesses. In this document, the term MPU refers to NXP’s system MPU. Eggt}ﬁgeég%%asrg%ﬁectlon

2: See Memories and Memory Interfaces chapter: On-chip SRAM sizes table for Device specific sizes

Figure 6-2. S32K1xx safety block diagram
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6.2.1 Cortex-M4/MO0+ Structural Core Self Test (SCST)

Cortex-M4/MO+ Structural Core Self Test (SCST) is a software product from NXP. It

was developed for detecting hardware permanent faults in a core by executing machine
opcodes with a fixed set of operands and comparing their execution results. This library
1s considered a Safety Element out of context and was developed according to ASIL-B.

The SCST delivery contains the SCST library, a quality package, and a safety package.

» The quality package contains code coverage analysis, a MISRA report, a software
requirements specification, and a Test Specification.

» The safety package consists of the SCST fault coverage estimation, the Safety
Analysis and Concept, and the SCST Safety Manual.

The Safety Manual for Structural Core Self Test Library contains a list of
recommendations and assumptions that should be fulfilled and verified by a user for the
proper use of the SCST library for a Cortex-M4/MO0+ core.

6.2.2 ECC on RAM and flash memory

Error correcting codes are used to protect transfers from a CPU core to flash memory and
from a CPU core to system memory. Error Correcting Code (ECC) is implemented with
Single-Error Correction, Double-Error Detection (SECDED).

References:
» Functional description: in this Reference Manual, see MCM, EIM, ERM, LMEM,
and FTFC
* ECC on RAM and flash memory in safety concept: see Safety Manual

6.2.3 Power supply monitoring

S32K1xx includes a system for managing low-voltage conditions to protect memory
contents and control MCU system states during supply voltage variations.

e Power-on reset (POR)
» Low-voltage detection (LVD)

References:
 Functional description: in this Reference Manual, see Power Management
* Power supply monitoring in safety concept: see Safety Manual chapter
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6.2.4 Clock monitoring
Clocks in the S32K1xx are supervised by clock monitor units.

* System PLL clock monitor! : monitors the loss of PLL clock
« System Oscillator (SOSC) clock monitor % : monitors the loss of oscillator clock
e CMU monitor’ FIRC clock for:

* Loss of clock

* Out of high and low range

References:
 Functional description: in this Reference Manual, see Clock Distribution
* Clock monitoring in safety concept: see Safety Manual chapter

6.2.5 Temporal protection

In a safety concept, watchdog timers provide temporal protection and monitor the
operation of the system by expecting periodic communication from the software.
S32K1xx offers two watchdog timers:

» Watchdog timer (WDOG) #: An independent timer that is available for system use. It
provides a safety feature to ensure that software is executing as planned and that the
CPU is not stuck in an infinite loop.

« External Watchdog Monitor (EWM) 7 : A redundant watchdog system for safety. The
EWM provides an independent output signal. It does not reset the MCU and
peripherals.

References:
* Functional description: in this Reference Manual, see WDOG and EWM
» Temporal protection in safety concept: see Safety Manual chapter

6.2.6 Operational interference protection

S32K1xx provides safety mechanisms to:

Available in S32K14x variants only
Available in all S32K1xx variants
Available in S32K11x only
Available in all S32K1xx variants
Available in S32K14x variants only

SAE A

S32K1xx Series Reference Manual, Rev. 8, 06/2018
NXP Semiconductors 105




A
S32K1xx safety concept

* prevent non-safety masters from interfering with the operation of the Safety Core

* manage the concurrent execution of software with different (lower) ASIL

A hierarchical memory protection scheme, which includes the following, protects against
interference:

* System Memory Protection Unit (MPU)
* Peripheral Bridge (AIPS-Lite)
* Register protection

6.2.6.1 System Memory Protection Unit (MPU)

For ASIL-B applications, the system Memory Protection Unit (MPU) is used for
execution control. It assigns access rights and ensures that only authorized software tasks
can configure modules and access their allocated resources.

* The system MPU® provides memory protection at the Crossbar Switch. It splits the
physical memory into 16 different regions.

* Each XBAR master (core, DMA, Ethernet) can be assigned different access rights to
each region.

e The system MPU can be used to prevent non-safety masters (including DMA or
Ethernet Controller) from accessing restricted memory regions.

References:
* Functional description: in this Reference Manual, see MPU
* MPU in safety concept: see Safety Manual chapter

6.2.6.2 Peripheral protection

Peripheral protection is based on the Peripheral Bridge (AIPS-Lite) module. It provides
memory protection functionality by defining bus masters' access rights to various
peripherals on the chip.

References:
* Functional description: in this Reference Manual, see AIPS-Lite
* Peripheral protection in safety concept: see Safety Manual chapter

6. On this device, NXP’s system MPU implements the safety mechanisms to prevent masters from accessing
restricted memory regions. This system MPU provides memory protection at the level of the Crossbar Switch. Each
Crossbar master (Core, DMA, Ethernet) can be assigned different access rights to each protected memory region.
The Arm M4 core version in this family does not integrate the Arm Core MPU, which would concurrently monitor
only core-initiated memory accesses. In this document, the term MPU refers to NXP’s system MPU.
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6.2.6.3 Register protection

S32K1xx offers register protection for safety-critical registers. This protection is based on
CPU program execution mode—User vs. Supervisor (privileged) mode—as well as
another type of access restriction based on a lock feature implemented for certain
registers. The lock-based access restriction inhibits a register update until the next system
reset or requires a special key to unlock access.

References:

* Functional description: in this Reference Manual, see notes about register protection
features for a specific register or a group of registers in the register-description
sections for SIM, SCG, ERM, RCM, MSCM, and others

» Register protection in safety concept: see Safety Manual

6.2.7 CRC

The CRC unit supports the detection of accidental alteration of data in memory or
configuration registers by calculating its CRC signature and comparing it to a previously
calculated CRC. The CRC module can also detect erroneous corruption of data during
transmission or storage.

References:
* Functional description: in this Reference Manual, see CRC
* CRC in safety concept: see Safety Manual chapter

6.2.8 Diversity of system resources

Features that are relevant to functional safety usually have redundant support in the
system. S32K1xx offers a diversity of system resources to provide this support.

 Digital inputs can be replicated to acquire safety-critical inputs redundantly

 Safety-critical digital outputs can always be written redundantly or in combination
with a read-back operation

* Analog inputs can operate in oversampling mode to detect transient faults affecting
the ADC channel, and two ADC units can acquire and digitize redundant copies of
an analog signal connected to a safety-relevant signal

* For cases of communication-channel redundancy for safety reasons, S32K1xx offers
redundant instances of communication peripherals:

* Synchronous Serial Communication Controller (LPSPI) modules
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 FlexIO module: capable of supporting a wide range of protocols (UART, 12C,

SPI, 12S) and PWM/waveform generation
e UART modules: support UART and LIN communication

References:
* Functional description: in this Reference Manual, see SIM, LPSPI, LPI2C, FlexIO,
and LPUART
* Diversity of system resources in safety concept: see Safety Manual
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Chapter 7

CM4 Overview

7.1 Arm Cortex-M4F core configuration

This section summarizes how the module has been configured in the chip. Full

documentation for this module is provided by Arm and can be found at arm.com.

Debug Interrupts

Crossbar
switch

Arm Cortex-M4
core

PPB

Figure 7-1. Core configuration

Table 7-1.

PPB
modules

Reference links to related information

Topic

Related module

Reference

Full description

Arm Cortex-M4F core

Arm Cortex-M4F Technical Reference Manual

ARM Cortex-M4
Devices Generic User
Guide

ARM Cortex-M4 Devices Generic User Guide

System memory map

See the S32K1xx_memory_map.xlsx attached to this document.

Clocking

Clock distribution

Power management

Power management

System/instruction/data
bus module

Crossbar switch

Crossbar switch

Debug

IEEE 1149.1 JTAG

Serial Wire Debug
(SWD)

Arm Real-Time Trace
Interface

Debug

Table continues on the next page...
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Arm Cortex-M4F core configuration

Table 7-1. Reference links to related information (continued)

Topic Related module Reference
Interrupts Nested Vectored NVIC
Interrupt Controller
(NVIC)
Private Peripheral Bus | Miscellaneous Control MCM
(PPB) module Module (MCM)
Private Peripheral Bus |Single-precision floating FPU
(PPB) module point unit (FPU)

7.1.1 Buses, interconnects, and interfaces

The Arm Cortex-M4 core has four buses as described in the following table.

Table 7-2. Arm core buses

Bus name Description

Instruction code (ICODE) bus | The ICODE and DCODE buses are muxed. This muxed bus is called the CODE bus and is
Data code (DCODE) bus connected to the crossbar switch via a single master port.

System bus The system bus is connected to a separate master port on the crossbar.

Private peripheral (PPB) bus |The PPB provides access to these modules:
* Arm modules such as the NVIC, ITM, DWT, FBP, and ROM table

¢ NXP Miscellaneous Control Module (MCM)

7.1.2 System Tick Timer

The System Tick Timer's clock source is always the core clock, CORE_CLK. This results
in the following:

* The CLKSOURCE bit in SysTick Control and Status register is always set to select

the core clock.
* Because the timing reference (CORE_CLK) is a variable frequency, the TENMS bit

in the SysTick Calibration Value Register is always zero.
* The NOREF bit in SysTick Calibration Value Register is always set, implying that
CORE_CLK is the only available source of reference timing.
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7.1.3 Debug facilities

This chip has extensive debug capabilities including run control and tracing capabilities.
This is a standard Arm debug port that supports JTAG and SWD interfaces.

7.1.4 Caches

This device includes one 4 KB code cache to minimize the performance impact of
memory access latencies. The code cache exists on the I/D bus, and there is no cache on
the system bus.

Features of the cache are:

» 2-way set associative

* 4 word lines

* Lines can be individually flushed

* Entire cache can be flushed at once

7.1.4.1 Control
For control purposes, the cache can be in one of these states:

1. Write Back / Write Allocate (WBWA)
2. Write Through
3. No cache

For each defined region there will be 2 bits allocated on the control register (see
PCCRMR that determines the cache state for the memory region associated with this
section. The user can only "lower" the cache attribute, given the fixed relationship of
WBWA > WT > NC - so, you can demote a WBWA region to either WT or NC, you can
demote a WT space to NC. In order to change the state upwards a system reset is
required.

NOTE
See LMEM for the cache reset states.

7.1.5 Core privilege levels

The Arm documentation uses different terms than this document to distinguish between
privilege levels.
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Nested Vectored Interrupt Controller (NVIC) Configuration
Table 7-3. Terms used

If you see this term... it also means this term...

Privileged Supervisor

Unprivileged or user User

7.2 Nested Vectored Interrupt Controller (NVIC)
Configuration

This section summarizes how the module has been configured in the chip. Full
documentation for this module is provided by Arm and can be found at arm.com.

Interrupts -

Nested Vectored

Arm PPB
Cortex-M4 Interrupt Controller . -
core (NVIC) : :

é

Figure 7-2. NVIC configuration

Table 7-4. Reference links to related information

Topic Related module Reference
Full description Nested Vectored Arm Cortex-M4F Technical Reference Manual - Nested Vectored Interrupt
Interrupt Controller Controller
(NVIC)

System memory map — Refer to the S32K1xx_memory_map.xIsx attached to this document.

Clocking — Clock distribution

Power management — Power management

Private Peripheral Bus | Arm Cortex-M4 core Arm Cortex-M4F Technical Reference Manual - Private Peripheral Bus
(PPB) (PPB)

7.2.1 Interrupt priority levels

This device supports 16 priority levels for interrupts. Therefore, in the NVIC each source
in the IPR registers contains 4 bits. For example, the IPRO diagram is shown below.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16|15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

R 0|j0|j0|O0 0|jo0|j0|O0 o|jo0oj0|o0 o(ojo|o
IRQ3 IRQ2 IRQ1 IRQO
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7.2.2 Non-maskable interrupt

The non-maskable interrupt request to the NVIC is controlled by the external NMI signal.
The pin on which the NMI signal is multiplexed must be configured for the NMI function
in order to generate the non-maskable interrupt request.

See IO Signal Description Input Multiplexing sheet(s) attached to the Reference Manual
for details on NMI pad.

7.2.3 Determining the bitfield and register location for
configuring a particular interrupt

Suppose you need to configure the low-power timer (LPTMR) interrupt. The following
table is an excerpt of the LPTMR row from the file
'S32K1xx_DMA_INT_mapping.xlsm' attached to this Reference Manual.

Table 7-6. LPTMR interrupt vector assignment

Address Vector IRQ! NVIC non-IPR NVIC IPR register Source module
register number? number3

0x0000_0128 74 58 1 14 Low Power Timer

1. Indicates the NVIC's interrupt source number.

2. Indicates the NVIC's ISER, ICER, ISPR, ICPR, and IABR register number used for this IRQ. The equation to calculate this
value is: IRQ div 32

3. Indicates the NVIC's IPR register number used for this IRQ. The equation to calculate this value is: IRQ div 4

The NVIC registers you would use to configure the interrupt are:

e NVICISERI1
e NVICICERI
e NVICISPRI1
e NVICICPR1
* NVICIABRI1
* NVICIPR14

To determine the particular IRQ's bitfield location within these particular registers:

* NVICISER1, NVICICER1, NVICISPR1, NVICICPR1, NVICIABRI1 bit location =
IRQ mod 32 =26
* NVICIPR 14 bitfield starting location = 8 x (IRQ mod 4) + 4 =20

Since the NVICIPR bitfields are 4-bit wide (16 priority levels), the NVICIPR 14
bitfield range is 20-23
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Therefore, the following bitfield locations are used to configure the LPTMR interrupts:

* NVICISER1[26]
* NVICICER1[26]
e NVICISPRI1[26]
e NVICICPR1[26]
* NVICIABRI1[26]
e NVICIPR14[23:20]

7.3 Asynchronous Wake-up Interrupt Controller (AWIC)

Configuration
Clock logic
Wake-up
requests
Asynchronous
Nested vectored
interrupt controller [ Wake-up Interrupt . -
(NVIC) Controller (AWIC) : :

Figure 7-3. Asynchronous Wake-up Interrupt Controller configuration

Table 7-7. Reference links to related information

Topic Related module Reference
System memory map — Refer to the S32K1xx_memory_map.xIsx attached to Reference Manual
for details.
Clocking — Clock distribution
Power management — Power management
Nested Vectored — NVIC
Interrupt Controller
(NVIC)
Wake-up requests — AWIC wake-up sources

7.3.1 Wake-up sources
Table 7-8. AWIC stop and VLPS wake-up sources

Wake-up source Description
Available system resets RESET pin, WDOG, JTAG

Table continues on the next page...
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Table 7-8. AWIC stop and VLPS wake-up sources (continued)

Wake-up source

Description

Pin interrupts

Port Control Module - Any enabled pin interrupt is capable of waking the system

ADCx (1) Async Interrupt in STOP1 (2) Sync Interrupt in STOP2

CMP (1) Async Interrupt in STOP1 (2) Sync Interrupt in STOP2 (3) Functional in VLPS modes
and will cause async Interrupt for wake up

LPI2CO (1) Async Interrupt in STOP1 (2) Sync Interrupt in STOP2 (3) Functional in VLPS mode with
SIRC as clock source

LPUART (1) Async Interrupt in STOP1 (2) Sync Interrupt in STOP2 (3)Functional in VLPS mode with
SIRC as clock source

LPSPI (1) Async Interrupt in STOP1 (2) Sync Interrupt in STOP2 (3) Functional in VLPS mode with
SIRC as clock source

LPTMRO (1) Async Interrupt in STOP1 (2) Sync Interrupt in STOP2 (3) Functional in VLPS modes
and will cause async Interrupt for wake up

RTC (1) Async Interrupt in STOP1 (2) Sync Interrupt in STOP2 (3) RTC running in VLPS from
either LPO or RTC_CLKIN. Wakeup from alarm interrupt

CAN PNET is supported in STOP1/2 modes and will cause wake up. Only CANO supports PNET
feature.

NMI Non-maskable interrupt

WDOG (1) Async Interrupt in STOP1 (2) Sync Interrupt in STOP2 (3) Functional in VLPS modes
and will cause async Interrupt for wake up

FlexIO (1) Async Interrupt in STOP1 (2) Sync Interrupt in STOP2

LPIT (1) Async Interrupt in STOP1 (2) Sync Interrupt in STOP2 (3) Functional in VLPS mode with
SIRC as clock source.

EWM Module off in STOP1 and VLPS. Can cause wakeup through sync Interrupt in STOP2.

CRC Module off in STOP1 and VLPS. Can cause wakeup through sync Interrupt in STOP2.

SCG (1) Async Interrupt in STOP1 (2) Sync Interrupt in STOP2

7.4 FPU configuration

This section summarizes how the module has been configured in the chip.

PPB

FPU

transfers

Arm Cortex M4
core

Figure 7-4. FPU configuration

Table 7-9. Reference links to related information

Topic

Related module Reference

Full description

FPU Arm Cortex-M4 Technical Reference Manual - Floating-Point Unit

Table continues on the next page...
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JTAG controller configuration

Table 7-9. Reference links to related information (continued)

Topic

Related module

Reference

System memory map

— Refer to the S32K1xx_memory_map.xIsx attached to this document.

Clocking

Clock Distribution

Power Management

Power Management

Transfers

Private Peripheral Bus
(PPB)

Arm Cortex M4 core

Arm Cortex-M4 Technical Reference Manual - Private Peripheral Bus

7.5 JTAG controller configuration

This section summarizes how the module has been configured in the chip.

JTAG controller

Signal

Figure 7-5. JTAG controller configuration

Table 7-10. Reference links to related information

multiplexing

Topic Related module Reference
Full description JTAGC JTAGC
Signal multiplexing Port control See 10 Signal Description Input Multiplexing sheet(s) attached to the

Reference Manual attached to this document for details.
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Chapter 8

CMO+ Overview

8.1 Arm Cortex-MO0O+ core introduction

The enhanced Arm Cortex MO+ is the member of the Cortex-M Series of processors
targeting microcontroller cores focused on very cost sensitive, low power applications. It
has a single 32-bit AMBA AHB-Lite interface and includes an NVIC component. It also
has hardware debug functionality including support for simple program trace capability.

The processor supports the Armv6-M instruction set (Thumb) architecture including all

but three 16-bit Thumb opcodes (52 total) plus seven 32-bit instructions. It is upward
compatible with other Cortex-M profile processors.

Table 8-1.

Reference links to related information

Topic

Related module

Reference

Full description

Arm Cortex-MO+ core

Arm Cortex-MO0+ Technical Reference Manual

ARM Cortex-MO0
Devices Generic User
Guide

ARM Cortex-MO0 Devices Generic User Guide

System memory map

See the S32K1xx_memory_map.xlIsx attached to this document.

Clocking

Clock distribution

Power management

Power management

System/instruction/data
bus module

Crossbar switch

Crossbar switch

Debug

IEEE 1149.1 JTAG

Serial Wire Debug
(SWD)

MTB

Arm Real-Time Trace
Interface

Debug

Interrupts

Nested Vectored
Interrupt Controller
(NVIC)

NVIC
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Arm Cortex-MO0+ core introduction

8.1.1 Buses, interconnects, and interfaces

The Arm Cortex-MO+ core has two bus interfaces:
» Single 32-bit AMBA-3 AHB-Lite system interface that provides connections to
peripherals and all system memory, which includes flash memory and RAM
* Single 32-bit I/O port bus interfacing to the GPIO with 1-cycle loads and stores

8.1.2 System tick timer

The CLKSOURCE field in SysTick Control and Status register selects either the core
clock (when CLKSOURCE = 1) or a divide-by-16 of the core clock (when
CLKSOURCE = 0). Because the timing reference is a variable frequency, the TENMS
field in the SysTick Calibration Value Register is always 0.

8.1.3 Debug facilities
This device supports standard Arm 2-pin SWD debug port.

8.1.4 Core privilege levels

The core on this device is implemented with both privileged and unprivileged levels. The
Arm documentation uses different terms than this document to distinguish between
privilege levels.

If you see this term... it also means this term...

Privileged Supervisor

Unprivileged or user User
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8.2 Nested vectored interrupt controller (NVIC)

8.2.1 Interrupt priority levels

This device supports four priority levels for interrupts. Therefore, in the NVIC, each
source in the IPR registers contains two bits. For example, IPRO is shown below:

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16|15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

R 0|/|0|0|0|0O]|0O 0|/|0|0|0|0O]|O 0|0|0|0|0O]|O 0|0|0|0|0O]|O
IRQ3 IRQ2 IRQ1 IRQO

8.2.2 Non-maskable interrupt

The non-maskable interrupt request to the NVIC is controlled by the external NMI signal.
The pin the NMI signal is multiplexed on, must be configured for the NMI function to
generate the non-maskable interrupt request. See 10 Signal Description Input
Multiplexing sheet(s) attached to the Reference Manual for details on NMI pad.

8.2.3 Determining the bitfield and register location for
configuring a particular interrupt

Suppose you need to configure the SPIO interrupt. The following table is an excerpt of the
FlexCAN row from the file 'S32K1xx_DMA_INT_mapping.xlsm' attached to this
Reference Manual.

Table 8-3. Interrupt vector assignments

Address Vector IRQ! NVIC IPR register | Source module
number?
0x0000_006C 27 11 2 FlexCAN

1. Indicates the NVIC's interrupt source number.
2. Indicates the NVIC's IPR register number used for this IRQ. The equation to calculate this value is: IRQ div 4.

* The NVIC registers you would use to configure the interrupt are:
* NVICIPR2

* To determine the particular IRQ's field location within these particular registers:
* NVICIPR?2 field starting location = 8 * (IRQ mod 4) + 6 = 22
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Since the NVICIPR fields are 2-bit wide (4 priority levels), the NVICIPR?2 field
range is 22-23.

Therefore, the following field locations are used to configure the FlexCAN interrupts:
e NVICIPR2[23:22]

8.3 AWIC introduction

The primary function of the AWIC block is to detect asynchronous wake-up events in
stop modes and signal to clock control logic to resume system clocking. After clock
restart, the NVIC observes the pending interrupt and performs the normal interrupt or
event processing.

Table 8-4. Reference links to related information

Topic Related module Reference
System memory map — Refer to the S32K1xx_memory_map.xIsx attached to Reference Manual
for details.
Clocking — Clock distribution
Power management — Power management
Nested Vectored — NVIC
Interrupt Controller
(NVIC)
Wake-up requests — AWIC wake-up sources

8.3.1 Wake-up sources

The device uses the following internal and external inputs to the AWIC module.

Table 8-5. AWIC stop and VLPS wake-up sources

Wake-up source Description

Available system resets RESET pin, WDOG, JTAG

Pin interrupts Port Control Module - Any enabled pin interrupt is capable of waking the system

ADCx (1) Async Interrupt in STOP1 (2) Sync Interrupt in STOP2

CMP (1) Async Interrupt in STOP1 (2) Sync Interrupt in STOP2 (3) Functional in VLPS modes
and will cause async Interrupt for wake up

LPI2CO (1) Async Interrupt in STOP1 (2) Sync Interrupt in STOP2 (3) Functional in VLPS mode with
SIRC as clock source

LPUART (1) Async Interrupt in STOP1 (2) Sync Interrupt in STOP2 (3) Functional in VLPS mode with
SIRC as clock source

Table continues on the next page...
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Table 8-5. AWIC stop and VLPS wake-up sources (continued)

Wake-up source

Description

LPSPI

(1) Async Interrupt in STOP1 (2) Sync Interrupt in STOP2 (3) Functional in VLPS mode with
SIRC as clock source

LPTMRO (1) Async Interrupt in STOP1 (2) Sync Interrupt in STOP2 (3) Functional in VLPS modes
and will cause async Interrupt for wake up

RTC (1) Async Interrupt in STOP1 (2) Sync Interrupt in STOP2 (3 )RTC running in VLPS from
either LPO or RTC_CLKIN. Wakeup from alarm interrupt

CAN PNET is supported in STOP1/2 modes and will cause wake up. Only CANO supports PNET
feature.

NMI Non-maskable interrupt

WDOG (1) Async Interrupt in STOP1 (2) Sync Interrupt in STOP2 (3) Functional in VLPS modes
and will cause async Interrupt for wake up

FlexIO (1) Async Interrupt in STOP1 (2) Sync Interrupt in STOP2

LPIT (1) Async Interrupt in STOP1 (2) Sync Interrupt in STOP2 (3) Functional in VLPS mode with
SIRC as clock source

CRC Module off in STOP1 and VLPS. Can cause wakeup through sync Interrupt in STOP2.

SCG (1) Async Interrupt in STOP1 (2) Sync Interrupt in STOP2
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Chapter 9
Micro Trace Buffer (MTB)

9.1 Introduction

Microcontrollers using the Cortex-M0+ processor core include support for a CoreSight
Micro Trace Buffer to provide program trace capabilities.

The proper name for this function is the CoreSight Micro Trace Buffer for the Cortex-
MO+ Processor; in this document, it is simply abbreviated as the MTB.

The simple program trace function creates instruction address change-of-flow data
packets in a user-defined region of the system RAM. Accordingly, the system RAM
controller manages requests from two sources:

* AMBA-AHB reads and writes from the system bus

e program trace packet writes from the processor

As part of the MTB functionality, there is a MTB_DWT (Data Watchpoint and Trace)
module that allows the user to define watchpoint addresses, or optionally, an address and
data value, that when triggered, can be used to start or stop the program trace recording.

9.1.1 Overview

As shown in the main block diagram, the platform RAM (PRAM) controller connects to
two input buses:

* the crossbar slave port for system bus accesses

* a "private execution MTB port" from the core

The logical paths from the crossbar master input ports to the PRAM controller are
highlighted along with the private execution trace port from the processor core. The
private MTB port signals the instruction address information needed for the 64-bit
program trace packets written into the system RAM. The PRAM controller output
interfaces to the attached RAM array. In this document, the PRAM controller is the
MTB_RAM controller.
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The following information is taken from the ARM CoreSight Micro Trace Buffer
documentation.

"The execution trace packet consists of a pair of 32-bit words that the MTB generates
when it detects the processor PC value changes non-sequentially. A non-sequential PC
change can occur during branch instructions or during exception entry.

The processor can cause a trace packet to be generated for any instruction.

The following figure shows how the execution trace information is stored in memory as a
sequence of packets.

A 31 1 0
Nth destination address | S | Odd word address
Nth source address A | Even word address
Incrementing
SRAM memory :
address 31 3 1.0
2nd destination address| S |<— Start bit
2nd source address A
1st destination address | S | Odd word address
......... 1st source address A | Even word address

Atom bit—T

Figure 9-1. MTB execution trace storage format

The first, lower addressed, word contains the source of the branch, the address it
branched from. The value stored only records bits[31:1] of the source address, because
Thumb instructions are at least halfword aligned. The least significant bit of the value is
the A-bit. The A-bit indicates the atomic state of the processor at the time of the branch,
and can differentiate whether the branch originated from an instruction in a program, an
exception, or a PC update in Debug state. When it is zero the branch originated from an
instruction, when it is one the branch originated from an exception or PC update in
Debug state. This word is always stored at an even word location.

The second, higher addressed word contains the destination of the branch, the address it
branched to. The value stored only records bits[31:1] of the branch address. The least
significant bit of the value is the S-bit. The S-bit indicates where the trace started. An S-
bit value of 1 indicates where the first packet after the trace started and a value of O is
used for other packets. Because it is possible to start and stop tracing multiple times in a
trace session, the memory might contain several packets with the S-bit set to 1. This word
is always stored in the next higher word in memory, an odd word address.
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When the A-bit is set to 1, the source address field contains the architecturally-preferred
return address for the exception. For example, if an exception was caused by an SVC
instruction, then the source address field contains the address of the following instruction.
This 1s different from the case where the A-bit is set to 0. In this case, the source address
contains the address of the branch instruction.

For an exception return operation, two packets are generated:
* The first packet has the:
* Source address field set to the address of the instruction that causes the exception
return, BX or POP.
» Destination address field set to bits[31:1] of the EXC_RETURN value. See the
ARM v6-M Architecture Reference Manual.
* The A-bit set to 0.

» The second packet has the:
e Source address field set to bits[31:1] of the EXC_RETURN value.
e Destination address field set to the address of the instruction where execution
commences.
e A-bitsetto 1."

Given the recorded change-of-flow trace packets in system RAM and the memory image
of the application, a debugger can read out the data and create an instruction-by-
instruction program trace. In keeping with the low area and power implementation cost
design targets, the MTB trace format is less efficient than other CoreSight trace modules,
for example, the ETM (Embedded Trace Macrocell). Since each branch packet is 8 bytes
in size, a 1 KB block of system RAM can contain 128 branches. Using the Dhrystone 2.1
benchmark's dynamic runtime as an example, this corresponds to about 875 instructions
per KB of trace RAM, or with a zero wait state memory, this corresponds to
approximately 1600 processor cycles per KB. This metric is obviously very sensitive to
the runtime characteristics of the user code.

The MTB_DWT function (not shown in the core platform block diagram) monitors the
processor address and data buses so that configurable watchpoints can be detected to
trigger the appropriate response in the MTB recording.

9.1.2 Features

The key features of the MTB_RAM and MTB_DWT include:
* Memory controller for system RAM and Micro Trace Buffer for program trace
packets
» Read/write capabilities for system RAM accesses, write-only for program trace
packets
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 Supports zero wait state response to system bus accesses when no trace data is being
written
* Can buffer two AHB address phases and one data write for system RAM accesses
 Supports 64-bit program trace packets including source and destination instruction
addresses
* Program trace information in RAM available to MCU's application code or external
debugger
* Program trace watchpoint configuration accessible by MCU's application code or
debugger
* Location and size of RAM trace buffer is configured by software
* Two DWT comparators (addresses or address + data) provide programmable start/
stop recording
* CoreSight compliant debug functionality

9.1.3 Modes of operation

The MTB_RAM and MTB_DWT functions do not support any special modes of
operation. The MTB_RAM controller, as a memory-mapped device located on the
platform's slave AHB system bus, responds strictly on the basis of memory addresses for
accesses to its attached RAM array. The MTB private execution bus provides program
trace packet write information to the RAM controller. Both the MTB_RAM and
MTB_DWT modules are memory-mapped, so their programming models can be
accessed.

All functionality associated with the MTB_RAM and MTB_DWT modules resides in the
core platform's clock domain; this includes its connections with the RAM array.

9.2 Memory map and register definition

The MTB_RAM and MTB_DWT modules each support a sparsely-populated 4 KB
address space for their programming models. For each address space, there are a variety
of control and configurable registers near the base address, followed by a large unused
address space and finally a set of CoreSight registers to support dynamic determination of
the debug configuration for the device.

Accesses to the programming model follow standard ARM conventions. Taken from the
ARM CoreSight Micro Trace Buffer documentation, these are:

* Do not attempt to access reserved or unused address locations. Attempting to access
these locations can result in UNPREDICTABLE behavior.
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e The behavior of the MTB 1s UNPREDICTABLE if the registers with UNKNOWN
reset values are not programmed prior to enabling trace.

* Unless otherwise stated in the accompanying text:
Do not modify reserved register bits

* Ignore reserved register bits on reads

9.2.1 MTB_DWT Memory Map

The MTB_DWT programming model supports a very simplified subset of the v/M debug
architecture and follows the standard ARM DWT definition.

MTB_DWT memory map

All register bits are reset to a logic 0 by a system or power-on reset
Use only word size, 32-bit, transactions to access all registers

Address Register name Width Access | Reset value Section/
offset (hex) 9 (in bits) page
0 MTB DWT Control Register (MTB_DWT_CTRL) 32 R 2F00_0000h | 9.2.1.1/128
20 MTB_DWT Comparator Register (MTB_DWT_COMPO) 32 R/W | 0000_0000h | 9.2.1.2/129
MTB_DWT Comparator Mask Register
24 (MTB_DWT_MASKO) 32 R/W | 0000_0000h | 9.2.1.3/129
MTB_DWT Comparator Function Register 0
28 (MTB_DWT_FCTO) 32 R/W | 0000_0000h | 9.2.1.4/130
30 MTB_DWT Comparator Register (MTB_DWT_COMP1) 32 R/W 0000_0000h | 9.2.1.2/129
MTB_DWT Comparator Mask Register
34 (MTB_DWT_MASK1) 32 R/W | 0000_0000h | 9.2.1.3/129
MTB_DWT Comparator Function Register 1
38 (MTB_DWT _FCT1) 32 R/W | 0000_0000h | 9.2.1.5/132
MTB_DWT Trace Buffer Control Register
200 (MTB_DWT TBCTRL) 32 R/W | 2000_0000h | 9.2.1.6/133
FC8 Device Configuration Register (MTB_DWT_DEVICECFG) 32 R 0000_0000h | 9.2.1.7/135
FCC Device Type Identifier Register (MTB_DWT_DEVICETYPID) 32 R 0000_0004h | 9.2.1.8/135
FDO Peripheral ID Register (MTB_DWT_PERIPHID4) 32 R See section | 9.2.1.9/136
FD4 Peripheral ID Register (MTB_DWT_PERIPHID5) 32 R See section | 9.2.1.9/136
FD8 Peripheral ID Register (MTB_DWT_PERIPHID6) 32 R See section | 9.2.1.9/136
FDC Peripheral ID Register (MTB_DWT_PERIPHID7) 32 R See section | 9.2.1.9/136
FEO Peripheral ID Register (MTB_DWT_PERIPHIDO) 32 R See section | 9.2.1.9/136
FE4 Peripheral ID Register (MTB_DWT_PERIPHID1) 32 R See section | 9.2.1.9/136
FE8 Peripheral ID Register (MTB_DWT_PERIPHID2) 32 R See section | 9.2.1.9/136
FEC Peripheral ID Register (MTB_DWT_PERIPHID3) 32 R See section | 9.2.1.9/136
FFO Component ID Register (MTB_DWT_COMPIDO) 32 R See section 921(1361 o
. . 9.2.1.10/
FF4 Component ID Register (MTB_DWT_COMPID1) 32 R See section 136

Table continues on the next page...
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MTB_DWT memory map (continued)

Address Register name Width Access | Reset value Section/
offset (hex) 9 (in bits) page
. . 9.2.1.10/
FF8 Component ID Register (MTB_DWT_COMPID2) 32 R See section 136
. . 9.2.1.10/
FFC Component ID Register (MTB_DWT_COMPID3) 32 R See section 136

9.2.1.1 MTB DWT Control Register (MTB_DWT_CTRL)

The MTBDWT_CTRL register provides read-only information on the watchpoint
configuration for the MTB_DWT.

Address: Oh base + Oh offset = Oh

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16|15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

R| NUMCMP DWTCFGCTRL

Reset 0 O 1 0 1 1 11 00 O0O0OOOOUO|O0OO0OOOOUOOTOOTOTOUOOOUOSGO

MTB_DWT_CTRL field descriptions

Field Description

31-28 Number of comparators
NUMCMP
The MTB_DWT implements two comparators.

DWTCFGCTRL |DWT configuration controls

This field is hardwired to 0xF00_0000, disabling all the remaining DWT functionality. The specific fields
and their state are:

MTBDWT_CTRL[27] = NOTRCPKT = 1, trace sample and exception trace is not supported
MTBDWT_CTRL[26] = NOEXTTRIG = 1, external match signals are not supported
MTBDWT_CTRL[25] = NOCYCCNT = 1, cycle counter is not supported
MTBDWT_CTRL[24] = NOPRFCNT = 1, profiling counters are not supported
MTBDWT_CTRL[22] = CYCEBTENA = 0, no POSTCNT underflow packets generated
MTBDWT_CTRL[21] = FOLDEVTENA = 0, no folded instruction counter overflow events
MTBDWT_CTRL[20] = LSUEVTENA = 0, no LSU counter overflow events
MTBDWT_CTRL[19] = SLEEPEVTENA = 0, no sleep counter overflow events
MTBDWT_CTRL[18] = EXCEVTENA = 0, no exception overhead counter events
MTBDWT_CTRL[17] = CPIEVTENA = 0, no CPI counter overflow events
MTBDWT_CTRL[16] = EXCTRCENA = 0, generation of exception trace disabled
MTBDWT_CTRL[12] = PCSAMPLENA = 0, no periodic PC sample packets generated
MTBDWT_CTRL[11:10] = SYNCTAP = 0, no synchronization packets
MTBDWT_CTRL[9] = CYCTAP = 0, cycle counter is not supported

Table continues on the next page...
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MTB_DWT_CTRL field descriptions (continued)
Field Description
MTBDWT_CTRL[8:5] = POSTINIT = 0, cycle counter is not supported
MTBDWT_CTRL[4:1] = POSTPRESET = 0, cycle counter is not supported
MTBDWT_CTRL[0] = CYCCNTENA = 0, cycle counter is not supported

9.2.1.2 MTB_DWT Comparator Register (MTB_DWT_COMPn)
The MTBDWT_COMPn registers provide the reference value for comparator n.

Address: Oh base + 20h offset + (16d x i), where i=0d to 1d

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16|15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R

W COMP
Resetoo00000000000OOO|0000000000000000

MTB_DWT_COMPnN field descriptions

Field Description

COMP Reference value for comparison

If MTBDWT_COMPO is used for a data value comparator and the access size is byte or halfword, the data
value must be replicated across all appropriate byte lanes of this register. For example, if the data is a
byte-sized "x" value, then COMP[31:24] = COMP[23:16] = COMP[15:8] = COMP[7:0] = "x". Likewise, if the
data is a halfword-size "y" value, then COMP[31:16] = COMP[15:0] = "y".

9.2.1.3 MTB_DWT Comparator Mask Register (MTB_DWT_MASKn)

The MTBDWT_MASKn registers define the size of the ignore mask applied to the
reference address for address range matching by comparator n. Note the format of this
mask field is different than the MTB_MASTER[MASK].

Address: Oh base + 24h offset + (16d x i), where i=0d to 1d
Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16|15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reset 0 O 0 0O O O OOOO OOOOT OT OO OO OOOO OOOTOOUOOGOUOTGO

MTB_DWT_MASKRn field descriptions

Field Description
31-5 This field is reserved.

Reserved This read-only field is reserved and always has the value 0.
MASK MASK

Table continues on the next page...
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MTB_DWT_MASKn field descriptions (continued)

Field

Description

The value of the ignore mask, 0-31 bits, is applied to address range matching. MASK = 0 is used to
include all bits of the address in the comparison, except if MASK = 0 and the comparator is configured to
watch instruction fetch addresses, address bit [0] is ignored by the hardware since all fetches must be at
least halfword aligned. For MASK != 0 and regardless of watch type, address bits [x-1:0] are ignored in the
address comparison.

Using a mask means the comparator matches on a range of addresses, defined by the unmasked most
significant bits of the address, bits [31:x]. The maximum MASK value is 24, producing a 16 Mbyte mask.
An attempted write of a MASK value > 24 is limited by the MTBDWT hardware to 24.

If MTBDWT_COMPO is used as a data value comparator, then MTBDWT_MASKO should be programmed
to zero.

9.2.1.4 MTB_DWT Comparator Function Register 0 (MTB_DWT_FCTO)
The MTBDWT_FCTn registers control the operation of comparator n.

Address: Oh base + 28h offset = 28h

Bit 31

30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

o
MATCHED
o
o

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R 0 0

T
O
T
DATAVADDRO DATAVSIZE § FUNCTION
=
<
W a
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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MTB_DWT_FCTO field descriptions

Field Description
31-25 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
24 Comparator match
MATCHED
If this read-only flag is asserted, it indicates the operation defined by the FUNCTION field occurred since
the last read of the register. Reading the register clears this bit.
0 No match.
1 Match occurred.
23-20 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
19-16 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
15-12 Data Value Address 0
DATAVADDRO
Since the MTB_DWT implements two comparators, the DATAVADDRO field is restricted to values {0,1}.
When the DATAVMATCH bit is asserted, this field defines the comparator number to use for linked
address comparison.
If MTBDWT_COMPO is used as a data watchpoint and MTBDWT_COMP1 as an address watchpoint,
DATAVADDRO must be set.
11-10 Data Value Size
DATAVSIZE
For data value matching, this field defines the size of the required data comparison.
00 Byte.
01 Halfword.
10 Word.
11 Reserved. Any attempts to use this value results in UNPREDICTABLE behavior.
9 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
8 Data Value Match
DATAVMATCH
When this field is 1, it enables data value comparison. For this implementation, MTBDWT_COMPO
supports address or data value comparisons; MTBDWT_COMP1 only supports address comparisons.
0 Perform address comparison.
1 Perform data value comparison.
7-4 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
FUNCTION Function

Selects the action taken on a comparator match. If MTBDWT_COMPO is used for a data value and
MTBDWT_COMP1 for an address value, then MTBDWT_FCT1[FUNCTION] must be set to zero. For this
configuration, MTBDWT_MASK1 can be set to a non-zero value, so the combined comparators match on
a range of addresses.

0000 Disabled.

0100 Instruction fetch.

0101 Data operand read.

0110  Data operand write.

0111 Data operand (read + write).

others Reserved. Any attempts to use this value results in UNPREDICTABLE behavior.
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MTB_DWT_FCTO field descriptions (continued)

| Field | Description |

9.2.1.5 MTB_DWT Comparator Function Register 1 (MTB_DWT_FCT1)

The MTBDWT_FCTn registers control the operation of comparator n. Since the
MTB_DWT only supports data value comparisons on comparator 0, there are several
fields in the MTBDWT_FCTTI register that are RAZ/WI (bits 12, 11:10, 8).

Address: Oh base + 38h offset = 38h

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

by
o

MATCHED
o

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit 15 14 13 12 1 10 9 8 | 7 6 5 4 3 2 1 0

FUNCTION

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

MTB_DWT_FCT1 field descriptions

Field Description
31-25 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.

Table continues on the next page...
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MTB_DWT_FCT1 field descriptions (continued)

Field Description

24 Comparator match

MATCHED
If this read-only flag is asserted, it indicates the operation defined by the FUNCTION field occurred since

the last read of the register. Reading the register clears this bit.

0 No match.
1 Match occurred.
234 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.

FUNCTION Function

Selects the action taken on a comparator match. If MTBDWT_COMPO is used for a data value and
MTBDWT_COMP1 for an address value, then MTBDWT_FCT1[FUNCTION] must be set to zero. For this
configuration, MTBDWT_MASK1 can be set to a non-zero value, so the combined comparators match on
a range of addresses.

0000 Disabled.

0100 Instruction fetch.

0101 Data operand read.

0110  Data operand write.

0111 Data operand (read + write).

others Reserved. Any attempts to use this value results in UNPREDICTABLE behavior.

9.2.1.6 MTB_DWT Trace Buffer Control Register
(MTB_DWT_TBCTRL)

The MTBDWT_TBCTRL register defines how the watchpoint comparisons control the
actual trace buffer operation.

Recall the MTB supports starting and stopping the program trace based on the watchpoint
comparisons signaled via TSTART and TSTOP. The watchpoint comparison signals are
enabled in the MTB's control logic by setting the appropriate enable bits,
MTB_MASTER[TSTARTEN, TSTOPEN]. In the event of simultaneous assertion of
both TSTART and TSTOP, TSTART takes priority. There are two signals formed by the
MTB_DWT module and driven to the MTB_RAM controller: TSTART (trace start) and
TSTOP (trace stop). These signals can be configured using the trace watchpoints to
define programmable addresses and data values to affect the program trace recording
state.
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Address: Oh base + 200h offset = 200h

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

R NUMCOMP 0

Reset 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit 15 14 13 12 11 10 9 8 | 7 6 5 4 3 2 1 0

ACOMP1
ACOMPO

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

MTB_DWT_TBCTRL field descriptions

Field Description

31-28 Number of Comparators
NUMCOMP
This read-only field specifies the number of comparators in the MTB_DWT. This implementation includes

two registers.

27-2 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
1 Action based on Comparator 1 match
ACOMP1

When the MTBDWT_FCT1[MATCHED] is set, it indicates MTBDWT_COMP1 address compare has
triggered and the trace buffer's recording state is changed.

0 Trigger TSTOP based on the assertion of MTBDWT_FCT1[MATCHED].
1 Trigger TSTART based on the assertion of MTBDWT_FCT1[MATCHED].

0 Action based on Comparator 0 match
ACOMPO

When the MTBDWT_FCTO[MATCHED] is set, it indicates MTBDWT_COMPO address compare has
triggered and the trace buffer's recording state is changed. The assertion of MTBDWT_FCTO[MATCHED)]
is caused by the following conditions:
* Address match in MTBDWT_COMPO when MTBDWT_FCTO[DATAVMATCH] = 0
* Data match in MTBDWT_COMPO when MTBDWT_FCTO[DATAVMATCH, DATAVADDRO] = {1,0}
* Data match in MTBDWT_COMPO and address match in MTBDWT_COMP1 when
MTBDWT_FCTO[DATAVMATCH, DATAVADDRO] = {1,1}

0 Trigger TSTOP based on the assertion of MTBDWT_FCTO[MATCHED)].
1 Trigger TSTART based on the assertion of MTBDWT_FCTO[MATCHED].
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9.2.1.7 Device Configuration Register (MTB_DWT_DEVICECFG)

This register indicates the device configuration. It is hardwired to specific values used
during the auto-discovery process by an external debug agent.

Address: Oh base + FC8h offset = FC8h

BitS1302928272625242322212019181716|1514131211109876543210

R DEVICECFG

Reset 0 O 0 0O 0O O OOOO OOOOT OTO|OOOS OTOOO OOOOOUOOOUOTGO

MTB_DWT_DEVICECFG field descriptions

Field Description
DEVICECFG |DEVICECFG

Hardwired to 0x0000_0000.

9.2.1.8 Device Type Identifier Register (MTB_DWT_DEVICETYPID)

This register indicates the device type ID. It is hardwired to specific values used during
the auto-discovery process by an external debug agent.

Address: Oh base + FCCh offset = FCCh

Bit31302928272625242322212019181716|1514131211109876543210

R DEVICETYPID

Rest 0 O 0O 0 O 0 0O OOOOOOUOTGOO|0OOOOOOOOOOOOOTODO

MTB_DWT_DEVICETYPID field descriptions

Field Description
DEVICETYPID |[DEVICETYPID

Hardwired to 0x0000_0004.
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9.2.1.9 Peripheral ID Register (MTB_DWT_PERIPHIDn)

These registers indicate the peripheral IDs. They are hardwired to specific values used
during the auto-discovery process by an external debug agent.

Address: Oh base + FDOh offset + (4d x i), where i=0d to 7d
Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 1615 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R PERIPHID

* * * *

X* X X' x* X' x* ox* x* x*x

XX X' Xt X' x* Xt X' X|x* X

MTB_DWT_PERIPHIDn field descriptions

Field Description
PERIPHID PERIPHID

Reset x* x* Xx* x* x* x* X

Peripheral ID1 is hardwired to 0x0000_00EQ; ID2 to 0x0000_0008; and all the others to 0x0000_0000.

9.2.1.10 Component ID Register (MTB_DWT_COMPIDn)

These registers indicate the component IDs. They are hardwired to specific values used
during the auto-discovery process by an external debug agent.

Address: Oh base + FFOh offset + (4d x i), where i=0d to 3d
Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16|15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

R COMPID

* *

XX X' Xt X' x* ox* x* x*x

XX XT X X' xT Xt X' oX|x* X

MTB_DWT_COMPIDn field descriptions

Field Description
COMPID Component ID

Reset x* x* Xx* x* x* X

Component IDO is hardwired to 0x0000_000D; ID1 to 0x0000_0090; ID2 to 0x0000_0005; ID3 to
0x0000_00B1.
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Chapter 10

Miscellaneous Control Module (MCM)

10.1 Chip-specific MCM information

The following table summarizes the chip-specific register reset values of this module for
each chip in the product series.

Table 10-1. MCM register reset values

Register S32K116 S32K118 S32K142 S32K144 S32K146 S32K148
MCM_LMDRO  [8104_0000 8104_0000 8504_0003 8604_0003 8704_0003 8804_0003
MCM_LMDR1  [8504_2003 9604_2003 8504_2003 8604_2003 8704_2003 8804_2003
MCM_LMDR2 |NA NA 8424_40A0 8424_40A0 8424_40A0 8424_40A0
MCM_PLASC  |0007 0007 0007 0007 0007 000F
MCM_PLAMC  |0005 0005 0007 0007 0007 000F

NOTE
e For S32K11x , LMDR information can be inferred for
SRAM size as below:

e S32K116: LMDRI1[LMSZH]=0,
LMDRI[LMSZH]=0x5 , so SRAM_U size 1*(16) KB
=16 KB. Actual sizeis 16 KB —2 KB = 14 KB

e S32K118: LMDRI1[LMSZH]=1,
LMDRI[LMSZH]=0x6 , so SRAM_U size 0.75*(32)
KB =24 KB. Actual size is 24 KB — 2 KB =22 KB

* For S32K14x variants SRAM is the tightly coupled SRAM
(TCM), while for S32K11x variants SRAM is at the
crossbar slave side.
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Address offset of LMPEIR register varies between S32K14x and S32K11x as given
below.

Table 10-2. MCM register offset

Register S$32K14x offset S$32K11x offset
MCM_LMPEIR 0x488 0x484

10.2 Introduction
The Miscellaneous Control Module (MCM) provides miscellaneous control functions.

NOTE
 Cache write buffer is not supported on S32K1xx.
* ECC on SRAML/MTB, FPU, and Cache is not supported
on S32K11x.

10.2.1 Features
The MCM includes the following feature:

* Program-visible information on the platform configuration and revision

10.3 Memory map/register descriptions

The memory map and register descriptions below describe the Miscellaneous Control
Module registers.

NOTE
 All registers are accessible only in Supervisor mode. User

mode accesses will generate an error.
* Writing to read-only MCM_PLASC and MCM_PLAMC
registers, would generate a bus error.

MCM memory map

Address Register name Width Access | Reset value Section/
offset (hex) 9 (in bits) page
Crossbar Switch (AXBS) Slave Configuration
8 (MCM_PLASC) 16 R 0007h 10.3.1/139

Table continues on the next page...
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Chapter 10 Miscellaneous Control Module (MCM)

Address Register name W id.t h Access | Reset value Section/
offset (hex) (in bits) page

A (C}ercg;slslt_)?:rbso‘v&//lltc(::? (AXBS) Master Configuration 16 R 0007h 10.3.2/140

C Core Platform Control Register (MCM_CPCR) 32 R/W See section | 10.3.3/141

10 Interrupt Status and Control Register (MCM_ISCR) 32 R 0002_0000h | 10.3.4/144

30 Process ID Register (MCM_PID) 32 R/W 0000_0000h | 10.3.5/147

40 Compute Operation Control Register (MCM_CPO) 32 R/W | 0000_0000h | 10.3.6/148

400 Local Memory Descriptor Register (MCM_LMDRO) 32 R/W See section | 10.3.7/149

404 Local Memory Descriptor Register (MCM_LMDR1) 32 R/W See section | 10.3.7/149

408 Local Memory Descriptor Register2 (MCM_LMDR2) 32 R/W | 8424_40A0h | 10.3.8/152

480 LMEM Parity and ECC Control Register (MCM_LMPECR) 32 R/W | 0000_0000h | 10.3.9/156

488 LMEM Parity and ECC Interrupt Register (MCM_LMPEIR) 32 R/W 0000_0000h | 10.3.10/157

490 LMEM Fault Address Register (MCM_LMFAR) 32 R 0000_0000h | 10.3.11/158

494 LMEM Fault Attribute Register (MCM_LMFATR) 32 R 0000_0000h | 10.3.12/159

4A0 LMEM Fault Data High Register (MCM_LMFDHR) 32 R 0000_0000h | 10.3.13/160

4A4 LMEM Fault Data Low Register (MCM_LMFDLR) 32 R 0000_0000h | 10.3.14/160
10.3.1 Crossbar Switch (AXBS) Slave Configuration (MCM_PLASC)

PLASC is a 16-bit read-only register identifying the presence/absence of bus slave
connections to the device’s crossbar switch.

Address: Oh base + 8h offset = 8h

Bit 15

14 13 12 11 10 9 8 7

Read
Write

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1
MCM_PLASC field descriptions
Field Description
15-8 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
ASC Each bit in the ASC field indicates whether there is a corresponding connection to the crossbar switch's

slave input port.

0 A bus slave connection to AXBS input port n is absent
1 A bus slave connection to AXBS input port n is present
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10.3.2 Crossbar Switch (AXBS) Master Configuration (MCM_PLAMC)

PLAMC is a 16-bit read-only register identifying the presence/absence of bus master
connections to the device's crossbar switch.

Address: Oh base + Ah offset = Ah

Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
Read
Write
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1
MCM_PLAMC field descriptions
Field Description
15-8 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
AMC Each bit in the AMC field indicates whether there is a corresponding connection to the AXBS master input
port.
0 A bus master connection to AXBS input port n is absent
1 A bus master connection to AXBS input port n is present

S32K1xx Series Reference Manual, Rev. 8, 06/2018
140 NXP Semiconductors




Chapter 10 Miscellaneous Control Module (MCM)

10.3.3 Core Platform Control Register (MCM_CPCR)

CPCR defines the arbitration and protection schemes for the two system RAM arrays.

Address: Oh base + Ch offset = Ch

Bit 31 30 29 28

27

26

25 24

SRAMLAP

Reserved
SRAMLWP

SRAMUWP

SRAMUAP

Reset 0 0 0 0
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Bt 15 4 3 2 1 0
g
E L_llJ =) L
e o 5 T,
w I I F | HLT_FSM_
R L [ =
g Ll o | T ST
a [ R |
= m
@ T < <
o <
W
Reset 0
* Notes:

e x = Undefined at reset.

MCM_CPCR field descriptions

Field Description
31 This field is reserved.
Reserved
30 SRAM_L Write Protect
SRAMLWP

When this field is set, writes to SRAM_L array generate a bus error.

NOTE: This bit field is Reserved and Read-Only 0 for S32K11x variants.

29-28 SRAM_L Arbitration Priority
SRAMLAP

Defines the arbitration scheme and priority for the processor and SRAM backdoor accesses to the
SRAM_L array.

NOTE: This bit field is Reserved and Read-Only 0 for S32K11x variants.

00 Round robin

01 Special round robin (favors SRAM backdoor accesses over the processor)
10 Fixed priority. Processor has highest, backdoor has lowest

11 Fixed priority. Backdoor has highest, processor has lowest

Table continues on the next page...
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MCM_CPCR field descriptions (continued)

Field Description
27 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
26 SRAM_U Write Protect
SRAMUWP
When this field is set, writes to SRAM_U array generate a bus error.
NOTE: This bit field is Reserved and Read-Only 0 for S32K11x variants.
25-24 SRAM_U Arbitration Priority
SRAMUAP
Defines the arbitration scheme and priority for the processor and SRAM backdoor accesses to the
SRAM_U array.
NOTE: This bit field is Reserved and Read-Only 0 for S32K11x variants.
00 Round robin
01 Special round robin (favors SRAM backdoor accesses over the processor)
10 Fixed priority. Processor has highest, backdoor has lowest
11 Fixed priority. Backdoor has highest, processor has lowest
23-10 This field is reserved.
Reserved
9 Crossbar Round-robin Arbitration Enable
CBRR
Configures the crossbar slave ports to fixed-priority or round-robin arbitration.
NOTE: Always configure this bit field to round-robin mode before configuring any other master, for
example: DMA, ENET etc., as fixed arbitration may generate stalls or under runs on low priority.
0 Fixed-priority arbitration
1 Round-robin arbitration
87 This field is reserved.
Reserved
6 Peripheral Bridge Idle
PBRIDGE_IDLE
This field indicates if the Peripheral Bridge is idle.
0 PBRIDGE is not idle
1 PBRIDGE is currently idle
5 This field is reserved.
Reserved
4 Flash Memory Controller Program Flash Idle
FMC_PF_IDLE
This field indicates if the program portion of the flash memory is idle.
0 FMC program flash is not idle
1 FMC program flash is currently idle
3 AXBS Halted
AXBS_HLTD

This field indicates if AXBS is in a halted state.

0 AXBS is not currently halted
1 AXBS is currently halted

Table continues on the next page...
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MCM_CPCR field descriptions (continued)

Field Description

2 AXBS Halt Request
AXBS_HLT_REQ

This field indicates if AXBS has received a halt request.

0 AXBS is not receiving halt request
1 AXBS is receiving halt request

HLT_FSM_ST |AXBS Halt State Machine Status

This field indicates the state of an AXBS halt.

00 Wiaiting for request

01 Waiting for platform idle
11 Platform stalled

10 Unused state

10.3.4 Interrupt Status and Control Register (MCM_ISCR)

ISCR defines the configuration and reports status for a number of core-related interrupt
exception conditions. It includes the enable and status fields associated with the core’s
floating-point exceptions and the bus errors associated with the core’s cache write buffer.
The individual event indicators are first qualified with their exception enables and then
logically summed to form an interrupt request sent to the core’s NVIC.

Bits 15-8 are read-only indicator flags based on the processor’s FPSCR. Attempted writes
to these fields are ignored. After the flags are set, they remain asserted until software
clears the corresponding FPSCR field.

NOTE
This register is Reserved for S32K11x variants.

Address: Oh base + 10h offset = 10h

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0 0 0 1 0

e}

w w L L L w [)

(@) O O O O [§) e

a| < L o N o 2

o

w

Reset 0 0 0 0 0 0 0 0 0 0 0 1 0
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Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
3
(&) O O O ] O
R| O 0 X 5|1 8 N ®} 0 5 0
w TR w I (T L 3
o

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

MCM_ISCR field descriptions

Field Description

31 FPU Input Denormal Interrupt Enable
FIDCE
0 Disable interrupt

1 Enable interrupt

3029 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
28 FPU Inexact Interrupt Enable
FIXCE

0 Disable interrupt
1 Enable interrupt

27 FPU Underflow Interrupt Enable
FUFCE

0 Disable interrupt
1 Enable interrupt

26 FPU Overflow Interrupt Enable
FOFCE

0 Disable interrupt
1 Enable interrupt

25 FPU Divide-by-Zero Interrupt Enable
FDZCE

0 Disable interrupt
1 Enable interrupt

24 FPU Invalid Operation Interrupt Enable

FIOCE
0 Disable interrupt

1 Enable interrupt

23-21 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
20 This field is reserved.
Reserved
19-18 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.

Table continues on the next page...
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MCM_ISCR field descriptions (continued)

Field Description
17 This field is reserved.
Reserved This read-only field is reserved and always has the value 1.
16 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
15 FPU Input Denormal Interrupt Status
FIDC
This field is a copy of the core’s FPSCR[IDC] field and signals input denormalized number has been
detected in the processor’'s FPU. After the field is set, it remains set until software clears FPSCRI[IDC].
0 No interrupt
1 Interrupt occurred
14-13 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
12 FPU Inexact Interrupt Status
FIXC
This field is a copy of the core’s FPSCR[IXC] field and signals an inexact number has been detected in the
processor’s FPU. Once set, this field remains set until software clears FPSCR[IXC].
0 No interrupt
1 Interrupt occurred
11 FPU Underflow Interrupt Status
FUFC
This field is a copy of the core’s FPSCR[UFC] field and signals an underflow has been detected in the
processor’s FPU. After this field is set, it remains set until software clears FPSCR[UFC].
0 No interrupt
1 Interrupt occurred
10 FPU Overflow Interrupt Status
FOFC
This field is a copy of the core’s FPSCR[OFC] field and signals an overflow has been detected in the
processor’s FPU. After this field is set, it remains set until software clears FPSCR[OFC].
0 Nointerrupt
1 Interrupt occurred
9 FPU Divide-by-Zero Interrupt Status
FDzC
This field is a copy of the core’s FPSCR[DZC] field and signals a divide by zero has been detected in the
processor’s FPU. After this field is set, it remains set until software clears FPSCR[DZC].
0 No interrupt
1 Interrupt occurred
8 FPU Invalid Operation Interrupt Status
FIOC
This field is a copy of the core’s FPSCR[IOC] field and signals an illegal operation has been detected in
the processor’'s FPU. After this field is set, it remains set until software clears FPSCR[IOC].
0 Nointerrupt
1 Interrupt occurred
7-5 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.

Table continues on the next page...
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MCM_ISCR field descriptions (continued)

Field Description
4 This field is reserved.
Reserved
Reserved This field is reserved.
This read-only field is reserved and always has the value 0.

10.3.5 Process ID Register (MCM_PID)

This register drives the MO_PID and M1_PID values in the Memory Protection Unit
(MPU). System software loads this register before passing control to a given user mode
process. If the PID of the process does not match the value in this register, a bus error
occurs. See the MPU chapter for more details.

Address: Oh base + 30h offset = 30h

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16|15 14 13 12 11 10 9 8 7 6 5 4 3 2 1

Reset 0 O O O O OOOOOOOUOUOTGOT O|OO OT OT OT OO OU OO OOOUOOODUOTDO
MCM_PID field descriptions
Field Description
31-8 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
PID MO_PID and M1_PID for MPU
Drives the MO_PID and M1_PID values in the MPU.
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